
Network Defense 
Introduction 

The CIO is worried about a denial-of-service (DoS) attack that is affecting the external-facing web server. 

A DoS attack exists when one or more sources continuously sends requests to a single server to block its 

availability. The CIO wants the system to stay up and doesn't want to hear about the attack on the 

evening news. He needs you and your team to analyze the provided network packet capture file and 

figure out what is targeting the systems. 

Assignment Rules  
  

1) You must do the lab individually. No content directly quoted from the internet or other 

sources is allowed.  

2) Lab procedure needs to be documented and results should be listed in the submission. 

 

Goal of the Lab 

You will analyze the precaptured Wireshark .pcap files and identify the bad actor. Then, you will 

research ways to protect the system from the same type of attack. 

Introduction to Network Analysis and Intrusion Detection Tools 

You will need access to the lab in the UMGC Virtual Lab environment where you will start the CYB 670 

lab setup. You will be using the WINATK01 virtual machine (VM), which has the tools and resources 

needed to complete the lab.  

The .pcap file can be obtained from the Project Resources page, the link to which can be found in the 

Lab Resources folder from the desktop of WINATK01. Once downloaded, you will need to extract the 

.pcap file, cyb670pcap.pcap, from the .zip file and store it on the desktop.  

Lab Resources 

You will use the following VM and credentials to complete the lab: 

• VM: WINATK01 

• Username: StudentFirst 

• Password: Cyb3rl@b 

The following software, installed on WINATK01 VM, will be used to perform the lab: 

• Wireshark 

• Snort 

Additional Lab Resources  
 

Review the following to reinforce your understanding of the key concepts in this lab: 



• Refer to the Snort, Wireshark User Guide, and Wireshark Training websites for official 

documentations, user manuals, FAQs, webcast slides, online videos, and online presentations. 

• Use tools such as the UMGC library, Google search engine, YouTube, and others for external 

resources such as videos, peer review articles, white papers, trade magazines, and online 

documentations. 

• Be mindful of digital rights infringement and cite sources to credit authors where appropriate to 

support your work. 

A Brief Overview of the Wireshark User Interface 

In this lab, you will use Wireshark to examine network packet captures from previous network 

activity that has been saved on your lab VM. Wireshark—a network protocol analyzer—is an open 

source tool for capturing and analyzing network traffic or network packets. A packet capture or 

packet sniffer tool is used to identify, intercept, log, and analyze network traffic. 

  

Wireshark or any packet sniffer can help cybersecurity professionals analyze network traffic to 

enhance computer security and minimize cyber threats. The tool can also be used for network 

troubleshooting, protocol development, and other similar tasks. Packet capture may be examined 

with tools such as Wireshark, PRTG network monitor, ManageEngine NetFlow analyzer, WinDump, 

tcpdump, and several other.  

 

The Wireshark user interface (UI) contains three main sections: the packet list pane, the packet 
details pane, and the packet bytes pane.  

 

Packet List Pane: This pane is located at the top of the user interface and displays all active 
packets captured with Wireshark. Notice that each line or row is assigned a specific 
number. This number is the packet number in the capture file and does not change. When a 
packet is selected in the top pane, corresponding details appear in the other panes: packet 
details and packet bytes/status. 
 

 

Wireshark Packet Details  
Wireshark 
Section  

Subitem  Explanation  

Packet List  No.  sequentially assigned packet number 

 Time  
indicates the timestamp when a packet was 
captured 

 Source  indicates where the packet originated 

 Destination  indicates where the packet was sent  

 Protocol  
specifies the protocols involved (e.g., TCP, 
UDP, FTP)  

 Length  measures the packet length in bytes  

 Info  provides additional details about the packet 

 

 

https://www.snort.org/
https://www.wireshark.org/docs/wsug_html_chunked
https://www.wireshark.org/docs


Packet Details Pane: This pane, located in the middle, displays the protocols and associated 
fields of the selected packet in a collapsed format. Each frame, protocol, or detail in each 
row can be expanded in the form of the plus sign ("+") or right arrow symbol (">") to display 
additional details. You can set filters, based on protocol type, by right-clicking on the 
desired item within this pane.  

 
Packet Bytes/Status Pane: This pane, located at the bottom, displays the raw data of the 
selected packet from the packet list pane in a hexadecimal dump format. This is useful in 
identifying suspicious packet contents, as some content will be easily viewed in ordinary 
ASCII characters. 

Required Tasks 

You are to complete three tasks in the lab. Both the data collected, and screenshots will be used in your 
project deliverables. Make sure you capture screenshots to help in supporting your responses to the 
questions in the lab. 

Task 1: Analyzing Precaptured Network Traffic with Wireshark 
 

Your web server has sustained a DoS attack, so you will need to analyze the traffic and identify the bad 

actor. You will use Wireshark to analyze precaptured network traffic. Compile any relevant screenshots 

while conducting your analysis of the DoS event. You will need to find the IP address that had the most 

requests to that system. Answering the following questions will help you focus and find the bad actor: 

• What IP address had the most requests? Hint: Look for the destination address. 

• What ports did the highest requested IP make connections with? 

• Which HTTP methods were seen within the packet capture? Hint: Look for GET being used in 

Wireshark capture. 

Starting the Lab 

To begin the lab, you must first access the Virtual Labs environment using the instructions provided in 

the UMGC Virtual Lab document (Navigating the Workspace and the Lab Setup) in the classroom. The 

link to this document is found in the "Complete This Lab" box in the project step where the link to the 

lab instructions is located and labeled "Accessing the Virtual Lab Environment: Navigating the 

Workspace and the Lab Setup." 

Launch the Lab Broker application as instructed in the above document to connect to the lab VMs. 

Note:  

(a) Once Lab Broker has launched, you will see a list of modules reflecting your course names. If you are 

accessing the lab for the first time, after expanding the list of nodes available for your course (CYB 670), 

you will notice that the Connect and Start buttons are grayed out and only the Allocate Lab button is 

clickable.  

(b) If necessary, refer to the lab setup document described above for additional details. 



 

Downloading the cyb670.pcap File 
1. Once you log in to the VM, download the cyb670.pcap file from the Resources page/bookmark 

in the Lab Resources folder of the desktop of the VM. Double-click the Resources bookmark to 

open the CYB 670 Resources folder. 

 

Source: Microsoft, UMGC Virtual Labs 

 

2. In the CYB 670 Resources folder, you will download the cyb670PCAP.zip file in the Project 2 

folder. Click the cyb670PCAP.zip file to download it to the Downloads folder (the default way). 

Click cyb670PCAP.zip to download the folder. 

 

Source: Microsoft, UMGC Virtual Labs 

 

 

3. Once you download the cyb670PCAP.zip file, right-click on the downloaded folder and select 

Show in folder to open the Downloads folder. 



 

Source: Microsoft, UMGC Virtual Labs 

 

4. This brings you to the Downloads folder containing the required cyb670PCAP.zip file. 

Source: Microsoft, UMGC Virtual Labs 

 

5. Right-click on the zip file and select Extract All to extract it to the same folder. 

 

Source: Microsoft, UMGC Virtual Labs 



 

6. Finally, click Extract in the following window to extract the .pcap file to the Downloads folder. 

 

 

Source: Microsoft, UMGC Virtual Labs 

 

7. You can now access the cyb670PCAP.pcap file. You will soon load this file into Wireshark for 

your analysis. 

 

Source: Microsoft, UMGC Virtual Labs 

 



 

Starting Wireshark and Analyzing Network Packets 
 
It is time to start Wireshark. The application is configured to allow you to analyze individual .pcap 
files. You will analyze the cyb670PCAP.pcap file, which you just downloaded. Note that Wireshark 
files have the .pcap extension. 

 

1. Start Wireshark on the WINATK01 VM from the Applications folder under the Lab Resources 
folder located on the desktop of the VM as shown below (Desktop>Lab Resources> 
Applications).  

 

 

Source: Microsoft, UMGC Virtual Labs 

 

2. Double-click on the Wireshark icon to launch the application. This opens the main Wireshark 
user interface. 

 



 

Source: Wireshark, UMGC Virtual Labs 

 

3. Load the cyb670PCAP.pcap file and analyze it in Wireshark. Click the Open option under the 

File menu on the left side of the window.  

  



 
 

Source: Wireshark, UMGC Virtual Labs 

4. Navigate to the cyb670PCAP folder to select the cyb670PCAP.pcap file. Click Open to load the 

.pcap file into Wireshark. 

   



 

Source: Wireshark, UMGC Virtual Labs 

 

5. Notice that Wireshark displays the packets listed in rows in three panes (packet list, packet 

details, and packet byte/status panes). You may refer to the Wireshark user interface as 

outlined above in the introduction to understand the details of each pane. 

 



 

Source: Wireshark, UMGC Virtual Labs 

 
Note: When a packet is selected in the top (packet list) pane, the corresponding details appear in 
the packet details and packet byte panes. The top pane contains an overview of captured network 
traffic. The middle pane shows details for the selected row. Notice the triangles at the left of Frame 
1, Ethernet II, Internet Protocol Version 4, and Transmission Control Protocol, etc. Each of these 
can be expanded to examine detailed contents. 

 

Filtering, Inspecting, and Analyzing the .pcap File 
 

You will now analyze network traffic by filtering and inspecting individual packets now that 
Wireshark has loaded packet captures and displayed them in human-readable format. The tool 
includes filters, color coding, and other features that allow you to dig into the network traffic and 
inspect individual packets as needed. 

 

You will examine the .pcap file to find characteristics of a denial-of-service (DoS) attack, including the 

following: 



• Single or multiple IP addresses are going to the same IP address. 

• Traffic is using the same ports and on one target. 

• Traffic is sending out the same request again and again. 

Gather the information and screenshots that will be included in your deliverables. 
 

Exploring TCP Protocol 
 

1. Next, you will analyze network traffic by filtering and inspecting individual packets. To filter, click 
on the Statistics tab and then Protocol Hierarchy to open the Wireshark Protocol Hierarchy 
window. 

 

 
Source: Wireshark, UMGC Virtual Labs 

 

 Pay close attention to the protocol hierarchy from the top of the window from Protocol, Frame, 
Ethernet, and, more importantly, User Datagram Protocol (UDP), Transmission Control Protocol 
(TCP), and Hypertext Transfer Protocol (HTTP), which are all encapsulated within Internet Protocol 
Version 4 (IPv4) packet. 

 

 

2. You will now filter and inspect network traffic based on any of UDP, TCP, or HTTP protocols. To 
filter the TCP protocol, for example, right-click on Transmission Control Protocol, select Apply 
as Filter, and then click Selected. Finally, click Close to return to the Wireshark main interface. 



 

 
Source: Wireshark, UMGC Virtual Labs 

 

Note:  

(a) Alternatively, you can simply type tcp in the filter/search box on the top left 

 (the red arrow No. 1 in the screenshot below) and then press Enter/Return to filter.  

(b) You can also type tcp in the same box on the top left and press the Apply display filter button 
(the white arrow at right next to the red arrow No. 2 in the screenshot below). If a dialog box pops 
up after typing tcp, select TCP from the list and then click Apply display filter to the right to filter.  

(c) Click the Clear display filter (the white X button near No. 2 in the screenshot below) to clear the 
filter. 

 

3. You can see the filtered results in the packet list (top) pane. In the Protocol column, notice that 
TCP as well as other protocols are encapsulated within the TCP segments. 
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4. Note the triangle to the left of Transmission Control Protocol (TCP) in the packet details 

(middle) pane. Clicking it will expand to show the content of the TCP segment header. Notice 

that the corresponding raw data (in hexadecimal alongside an ASCII representation) is 

highlighted in the packet bytes/status (bottom) pane.  

 

 
Source: Wireshark, UMGC Virtual Labs 

 

 



Note: 

(a) You will see that in the packet bytes (bottom) pane, there are a lot of characters to the right and 

various hexadecimal values on the left representing binary contents.  

(b) A signature or anomaly-based detection system, for potentially suspicious activity or a known 

active attack, may compare the header or payload contents of a TCP segment to a hexadecimal or 

specific ASCII sequence. A typical example is when security analysts use Wireshark to analyze 

hexdump for data recovery, reverse engineering, secure code development, and others. 

 

Use your analysis and findings to help you answer the following questions. Also, don't forget 

to use this information to complete the report. 

  

a. If malicious actors got into your network to access to your network security logs, how 

could they use that information to their advantage?  

b. Provide examples of IP addresses, hostnames, and mac addresses based on your 

analysis of the .pcap files in Wireshark. What do you think is happening? 

 

Exploring HTTP Protocol 
 

As you did previously for TCP, you can apply a Wireshark display filter to limit your view to the 

HTTP traffic only. For example, while a user-agent can be set up correctly, it can be spoofed or 

compromised, making it possible for an attacker to retrieve web content intended for 

legitimate users or hosts. Cookies, for example, a key part of the HTTP protocol, enable a web 

server to send data to the client, and cookies then store and resubmit data to the server 

periodically when needed. They can also be used to transmit sensitive data in web applications.  

1. Search HTTP in the filter box or scroll down in the packet list pane until you encounter 

an HTTP GET/Request. As before, click on the HTTP information in the packet 

details/middle pane and view the contents of the HTTP header in detail. Review the 

encapsulated HTTP packets within the TCP payload (refer to the Wireshark Protocol 

Hierarchy window above). 
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Note: Click the Clear display filter (the white X button) to the right to see all the captured 

packets back in the packet list pane again. 

 

2. As you further analyze the HTTP packets, you will notice additional WordPress GET 

requests for resources that seem abnormal for standard browsing activity and 

requesting resources that may or may not exist. While analyzing additional HTTP packet 

captures, note the requests based on destination server IP addresses, ports used, HTTP 

response code, and others.  
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Use your analysis and findings to help answer the following questions for the HTTP traffic directed at the 

internal web server: 

a. Was the web server under some sort of an attack, and if so, what type(s)? 

b. Was the attack(s) successful in any way (if any)? 

c. What is the name of the resource that is being requested in the GET request? 

d. What is the server's HTTP response code and what is the IP of the requesting computer? 

Examining the HTTP Counts: From Wireshark, you can see that the destination server was receiving 

numerous GET requests for information from the source server. In each case, the response back to the 

source server was a HTTP 404 error, text not found. This is an indication of a possible DoS attack. Record 

this information and collect a screenshot for evidence. 

 

3. Now try an alternative way of finding the HTTP counts being used. Click Statistics -> HTTP -

>Packet Counter. 
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4. In the Packet Counter window, check the item with the highest count. Compare the counts for 

both the HTTP Request Packets and HTTP Response Packets. What can you infer from the 

information in the Packet Counter window as far as DoS attack is concerned? 
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Use the screenshots and information collected in your project deliverables. 

 

Using the Statistics Menu to Analyze the .pcap File 
 

Now, analyze the .pcap file to answer the earlier questions. 



1. Click Statistics>IPv4 Statistics>Destination and Ports from the Wireshark toolbar. 

 

Source: Wireshark, UMGC Virtual Labs 

 

2. When the Destination and Ports window opens, look for the IP address with the highest count 

under the Count column. Record the IP address and take a screenshot for evidence. 

 

Note: The results for the Destination and Ports stats can take a while to complete. Exercise patience 

and allow it to populate so you can analyze. 
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What can you infer from the information in the Destination and Ports window as far as a DoS attack is 

concerned? 

 

Note: The same can be done to find the highest port count and to what IP address. Also note the 

protocol used as well. Record this information and take a screenshot. 

 



Another way of seeing this information is to click Statistics > Conversations in Wireshark. 

3. Using Wireshark's Statistics menu, select Conversations to show a summary of the IP 

addresses found within the capture and the number of packets and bytes being sent to 

and from different source and destination endpoints/IPs in the conversation. 

 

 

Source: Wireshark, UMGC Virtual Labs 

 

Note:  

(a) Note the different tabs in the above screenshot (Ethernet.13, IPV4.10, IPV6, TCP.516, and 

UDP.25564). The number denotes the number of rows (e.g., Ethernet.13 has 13 rows). Examine 

each tab to review the different details. 

(b) The results for the Conversation stats can take a while to complete. Exercise patience and allow it to 

populate so you can analyze. 

4. From the Conversations window, you should be able to see the communication between IP 

addresses. Click the IPv4 tab to see the communications between IP addresses. Find the one 

with the highest packet count. Address A is the source IP address and address B is the 

destination or target IP address. The bad actor is the source address with the highest packet 

count. In this case, it's the 192.168.10.111 IP address. 



 

Source: Wireshark, UMGC Virtual Labs 

 

What can you infer from the information in the Conversations window as far as a DoS attack is 

concerned? 

Task 2: Build and Test Snort Rules 
 

After your nation team has identified the bad actor IP address, you will write Snort rules to identify the 

type of malicious attack that occurred. Your nation team will use the Snort rules against the .pcap file 

and collect screenshots and details on what was found.  

To start, create a rules file that contains your individual rules in the Snort Bin directory. Use WordPad to 

edit and create the rules file. Once done, collect information and screenshots that will be included in 

your deliverables. 

Understanding and Using Snort in the Lab 
 

You will use the Snort tool installed on the WINATK01 VM to analyze a .pcap file located in the 
Snort program under the folder named bin. The file you will be working with is cyb670PCAP.pcap.  

Snort is a free and open-source intrusion detection and prevention system application. The tool 
analyzes protocols and content to determine whether to allow traffic through a network. 
Developing these rules requires an understanding of vulnerability assessment. The rules help in 
detecting attacks including buffer overflows, port scans, and operating system fingerprinting 
attempts. 

 

As with Part 1 of this lab, access is through UMGC Workspace. Start your remote desktop client by 

following the virtual lab access instructions provided in the content area of the classroom in LEO in 

the "Complete This Lab" box.  

  

The Working Directory and the Command Prompt  

  



In the Windows VM, you will work from both the command-line interface (CLI) or the 

command prompt and the graphical user interface (GUI).  

  

1. To get to the command prompt, type CMD in the search box of the WINATK01 VM 

and click on the CMD shortcut displayed as a search result to open the Command 

Prompt window. 
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Note: Alternatively, you may double-click the shortcut on the desktop of your VM to access the 

command prompt if the shortcut is available. 

 
 

Source: Microsoft, UMGC Virtual Labs 

 



 

2. To go to the directory where the Snort files are loaded, type cd c:\snort\bin and press the 

Enter/Return key.  

  

 
Source: Microsoft, UMGC Virtual Labs 

Creating and Testing Snort Rules  
 

The following exercises require you to test and run Snort rules. In this part of the lab, you will run 

Snort against the recorded .pcap file to simulate a malicious network. As a result, alerts will be 

generated. This helps you to better understand intrusion detection functions performed by Snort.  

 
You will now run Snort on the .pcap file using several options. 

1. First, open Wireshark using its shortcut from the Applications folder. 

 

Note: Running the following alert rules against the captured network traffic will detect a DoS attack 

against the web server (192.168.10.101) based on the bad actor IP address you previously found (i.e. 

192.168.10.111). 

You will now save the following Snort rules to be used to run against the captured network traffic. 

 

************************************************************************* 
## 
#SNORT rule for detecting Denial of Service attack has been performed against the web server. 
## 
alert tcp 192.168.10.111 any -> 192.168.10.101 any (msg:"DoS Attack"; flow:stateless; content:"GET"; 

content:"Not Found"; sid:2000000201;) 
## 
#SNORT rule for detecting possible Denial of Service attack activity against the web server. 
## 
alert tcp 192.168.10.111 any -> 192.168.10.101 any (msg:"Possible Attack"; flow:stateless; content:"HTTP"; 

content:"GET"; sid:2000000202;) 
## 
#SNORT rule for detecting Denial of Service attempts against the web server. 
## 
alert tcp 192.168.10.111 any -> 192.168.10.101 any (msg:"Attempted Attack"; flow:stateless; content:"HTTP"; 



content:"Not Found"; detection_filter:track by_dst, count 5000, seconds 5; sid:2000000203;) 
## 

************************************************************************** 

 

2. Create the file in Notepad and save it as cyb670.rules in the Snort\rules directory. 
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Storing the .pcap File 
 

You'll need to place the cyb670PCAP.pcap file in the Snort directory to shorten the path while executing 

the Snort command. Place the cyb670PCAP.pcap file in the Snort directory and rename as cyb670.pcap. 
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Using Snort to Process the .pcap File  
 

Snort is run from the command line in the command prompt. As before, open a new command 

prompt to run Snort. Make sure you are in the right directory.  

 
Change the directory by typing cd c:\snort\bin and pressing the Enter/Return key. 

You will use the following command to run Snort to process the cyb670.pcap file using the cyb670.rules 

file that you created. 

1. Make sure you have changed the directory location to be in the snort\bin directory. Then enter: 

 

snort -r c:\snort\cyb670.pcap -c c:\snort\rules\cyb670.rules -l c:\snort\log 
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Where: 

- Snort  executes the application 

- r   reads and processes the PCAP file 

- c    tells Snort to use a particular rules file (cyb670.rules) 

- l    tells Snort where to place log files 

Snort will then process the .pcap file and run the rules against it. When Snort is done processing, 

you'll see the stats as a result of your command and the rules you formulated. 

Note: Disregard multiple warning messages pertaining to missing preprocessors. 
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The results of the analysis of the .pcap file will be in the alert.ids file. 

 

Note: The long output from this active Snort run will be placed in the log directory since 

at least one alert is created. 

  

You will now review the log file within the snort\bin directory. As before, type cd log and 

press the Enter/Return key. Then, type dir and hit Enter to view the log output. You may 

also see the details of the alert by typing the alert.ids command and pressing the 

Enter/Return key. 
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2. Alternatively, navigate to the log directory by typing cd: c:\snort\log to access the alert.ids file. 
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3. Open the alerts.ids file using Microsoft WordPad (not Notepad) to view the alerts that were 

generated by the command that you ran against the .pcap file to see if any matches were found. 

4. Based on the processing results of the cyb670.pcap file, scroll down and notice the matches 

found. This was based on the alert rule that was formulated for this test. The alerts.ids file will 

have the details of the matches and what was logged. 
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5. Use the following to help you in analyzing the results from Snort: 

a. Obtain a clear screenshot of the Snort rules. 

b. Identify what alerts were received and compare them to the alert rules you created. 

c. What alerts fired and which ones didn't? 

Use the screenshots and information found in your project deliverables. 

Task 3: Defending Against a DoS Attack 
 

After completing the Snort task, you will need to do independent research to find and report on a 

minimum of three different security tools that could be used by your nation state to defend against DoS 

attacks.  



Explain each tool and how it can protect a network against a DoS attack. Provide different types of tools 

such as intrusion prevention systems, firewalls, etc. Research different vendor products. Be sure to cite 

and reference where you got the information. This information will be used in the project deliverables. 

Congratulations. You have now reached the end of the lab. Close all applications and exit the virtual lab 

and ensure that you compile your findings in your lab report for submission. 


