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INTRODUCTION

1. Introduction
Welcome to the Cybersecurity Capstone Simulation (CCS).

1.1 About this Document
This reference is your guide to the CCS model. It details:
e The theoretical constructs of the model at the core of the CCS

e The calculation methods used

1.2 Prerequisites

This document is designed to help you, the student, understand the model that underlies the
Cybersecurity Capstone Simulation, hereafter referred to as the CCS in this document.

Please use this reference in conjunction with the Student Manual. Reading the manual first is
recommended.

1.3 CCS Documentation
The following documents accompany the CCS.

Table 1: CCS Documentation

# Document Description
1. Application Model A reference document that details the working of the
Reference (this application and the elements that go into its calculations.
document)
2. Student Manual A document that details the CCS structure, the task flows,
best practices, and the student console user interface.

STUDENT APPLICATION MODEL REFERENCE UMUC | Private and Confidential



BASICS OF THE CCS MODEL

2. Basics of the CCS Model

This section details the basics of the CCS model.

2.1 Reviewing Model Components

Let’s briefly review the components of the CCS model.

Table 2: Model Components

Component | Description

Decisions You will make these every round; this will change how your systems behave.
These are organized into groups called categories, which are then again
clubbed into three supergroups: technical decision categories, policy decision
categories, and other decision categories.

Events Events triggered by the simulation that affect the teams and the virtual USA.
They are defined to create certain outcomes in the CCS.

Indicators Provide feedback to you on how your teams’ systems and the virtual USA are
doing in terms of cybersecurity and related aspects. Are generally measured
as indices in the range of 0 to 200; some financial indicators like Budget are
measured in dollars.

Outcomes They are the results of the interaction between the events and the decisions;
they affect the indicators in the CCS.

Round One pass or turn of decision input, event impact, and outcome calculation.
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DECISION REFERENCE

3. Decision Reference

This section details the contents of the decisions area of the CCS.
Decisions in the CCS are of two types:

Numerical inputs: Wherever a numerical input is required; e.g., Spending on
Kerberos servers where you have to input a value between cost ranges specific to
that decision.

Dropdowns: Whenever you have to make a single choice out of the options
available; e.g., the decision Encryption Strength has options of:

e 32 bits
e 64 bits
e 128 bits

For this part, the reference we need to use is the decision to indicator mapping,
with sections 1.1 through 3.5 of this document.

Every decision impacts one or more indicators based on the option selected by the
user or the input value entered in case of a numerical input. Associated with the
variable is the degree of impact which lies in the range of -5 to 5. This relationship
defines how the inputs entered by the user change the indicators in the model.

Additionally, the points below need to be taken into consideration:

e The dropdown options are not arranged in cost-ascending or cost-descending
order; do not use order as an indication of cost. Refer the actual cost figures
or check the in-simulation budget changes.

e The decision option providing the most security is not necessarily the most
costly. It may be possible with some decisions to have diminishing returns of
security vs. cost.

¢ You should not mechanically choose the last option because it is necessarily
the “best”; you will need to think through the options. For example, a decision
on frequency of patch updates would have “yearly” as the last option, but an
option like “weekly” is actually more secure.

e Causal relationships and their degree of impact upon the indices in the CCS
will sometimes be difficult for you to identify. This is because in the current
practice of cybersecurity, decisions are sometimes made with some
uncertainty (e.g., lack of perfect information and other factors).
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DECISION REFERENCE

o For example, you may find that the relationships in the simulation are not
readily apparent among some events, decision controls, and the resulting
outputs of a round.

The decision indicator tables start from the next page, organized by team.
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DECISION REFERENCE

3.1 Avisitel

Table 3: Avisitel Decision Reference

Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
How much will o
Authentication | servers Kerberos Security Index
spending servers for . e Performance
authentication? Maximum 400,000 10,000 e Downtime
How much will o 10.00 .
d Minimum ,000 4,000 :
Key distribution | Yoo Spon Of * lechnical
Authentication | centers key distribution ecurity Index
spending centers for . e Performance
authentication? Maximum 25,000 8,000 e Downtime
0 5,000 10,000
:’V\?G:t Sfthe ?AID 1 10,000 15,000 e Performance
Backup RAID levels see:’/e‘r’ b>;°cuku ) e Compliance
P s 15,000 17,500 ¢ Downtime
6 17,500 20,000
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DECISION REFER ENCE

Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Choose the
amount to Minimum 10,000 40,000 Serormance
[ ]
Backup Remote backup | spend on 0 B
spending remote backup -
. Maximum 20,000 80,000 * Compliance
No encryption 10,000 -
What is the
average scale of | Fjle 20,000 5,000 e Technical
Data Level of encryption used ;
Encryption encryption across the . gf(;:;l:g\lir;dex
organization? Folder 30,000 14,000 y
Drive 35,000 25,000
The strength of .
encryption you 32 bits 10,000 10,000
will use; the Technical
Data Encryption | higher the bit | 64 bits 20,000 15,000 * Szgu?ilt;aln .
Encryption strength in bits | strength, the e Performance
stronger the
128 bits 25,000 20,000

encryption.
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DECISION REFER ENCE

Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Del inding t i
DDOS elay binding to | pisable - - e Technical
Load protection protect against ;
Security Index
Management | through delayed | DDOS attacks. Perf
binding Enable 30,000 25,000 ¢ Feriormance
Use load .
HTTP security | balancing to Disable - - e Technical
Load . .
through load improve Security Index
Management . _
balancing security. Enable 60,000 20,000 e Performance
ch heth e Contribution to
sl , to isolate areas | Y©S 25,000 5,000 Security Index
solate affected of the network e Network Load
Network areas of the p db e Customer
Isolation network as affected by ustome
needed cyber or Satlsfgctlon
physical attacks. | No - - * Downtime
e Popular
Sentiment
e Contribution to
1 10,000 100,000 National
How long will Security Index
Network Period of you isolate > 20,000 200,000 e Network Load
; isolation in affected areas e Customer
Isolation . .
weeks of the network? Satisfaction
e Downtime
3 30,000 300,000 e Popular
Sentiment

APPLICATION MODEL REFERENCE
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DECISION REFER ENCE

Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Determinethe | gy P oo ” 10,000| 10,000
frequency of ivi
Patch Frequency of roll?n ou¥ Critical and : Ilz(rac:’(fjot:’?:ll;llr:)ée
Management | Pateh 9 important 20,000 20,000 Techmionl
9 management updates to updates * lechnica
systems. Security Index
All updates 40,000 40,000
. Low 10,000 5,000
How rigorously
Patch Degree of patch | will you test e Performance
testing prior to patches before | Medium 20,000 10,000 e Technical
Management | . : .
installation installing them? Security Index
High 40,000 15,000
Will you rely
onIy on official Unofficial 5,000 2,500
patches, or are
Patch Trustworthiness | you willing to Trusted 10,000 5,000 e Downtime
Management | of patch use unofficial or o Performance
community
workarounds? Official 15,000 7,500

APPLICATION MODEL REFERENCE
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DECISION REFER ENCE

Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
What is the
! Low 20,000 10,000
degree of Technical
Role Based Degree of role- | implementation * Sigurr]iltcalndex
Access based access of access Medium 30,000 20,000 y
Control control e Employee
control by Morale
employee role? | pigh 44,000 30,000
Choose
virtualization or | Virtualization 10,000 5,000
: o Choose ;
Virtualization virtualization or cloud computing Technical Security
OR Clogd cloud for your systems Index
Computing computing to improve Cloud computing 50,000 10,000
security.
To what degree Limited 2,000 10,000
If will you . .
, s Degree of ) . Technical Security
Virtualization virtualization implement Significant 7,000 20,000 Index
Chosen virtualization?
Full 20,000 40,000
How much will o
. Spending on you spend on Minimum 10,000 -
Virtualization unde_rlylng the u'nderlylng Technical Security
Chosen physical physical ' Index
network network? Maximum 50,000 -

APPLICATION MODEL REFERENCE
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DECISION REFER ENCI

Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
How isolated is Minor 10,000 20,000
th twork
If Degree of uneeret\r,]vgr e Performance
Virtualization | isolation of ) e Medium 30,000 30,000 e Technical
Chosen network virtualization Security Index
schema?
Complete 60,000 50,000
Choose the Limited 10,000 5,000
If Traffic extent of traffic o Performance
Virtualization | monitoring on monitoring on Significant 20,000 20,000 e Technical
Chosen network the network. Security Index
Full 30,000 30,000
Choose the
cloud hosting | priyate 22,000 12,571
model for your
systems. Will
you pay more
If Cloud Cloud hostin for a more e Technical
Computing 9 secure private Hybrid 16,500 8,250 Security Index
model
Chosen infrastructure or e Performance
share
deployment with
other companies | b, ;e 8,800 6,600
for less cost?
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DECISION REFER ENCE

Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
At what level of
Software as a
engagement will | gorvice 10,000 20,000
you operate off
the cloud? Will
If Cloud Services offered oe Cs:) ;:JI? 'thI Platform as a * [Technical
Computing oy the sloud you stick-with Sorvios 20,000 30,000 Security Index
Chosen y software, or will e Performance
you go all the
way to Infrastructure as
i ?
infrastructure? a service 40,000 60,000
Low 5,000 5,000
How strict is the .
- firewall Medium 10,000 7,500 * Productivity
Firewall Fitering configured to * Technical
strictness 9 Security Index
be? Med|um'h|gh 12,500 10,000 ° Performance
High 17,500 12,500
Enable DNS
server Yes 10,000 15,000
DNS DNS server redundancy to Downtime
Redundancy | redundancy reduce
No 5,000 -

downtime.

APPLICATION MODEL REFERENCE
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DECISION REFER ENCE

Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Use a split DNS
Yes 5,000 15,000
DNS Split DNS t°2°'°gy to Downtime
Redundancy | topology re UC?
downtime. No 10,000 -
15 40,000 5,000
How frequently
Frequency of does the 30 30,000 5,000 i
Database forcing database ask for : .?;%?::ﬁég;ty
Security password a chanage of .
changes in days passwgrd? 60 20,000 5,000 Security Index
90 10,000 5,000
Ch t
008810 | None 10,000 -
Degree of separate admin
Database separation of and operator e Productivity
Security roles for admin | roles for Limited 20,000 250,000 e Technical
and operator database Security Index
roles
systems. Complete 30,000 350,000
Are database
control Restricted 10,000 90,000 oroductivit
Database Control privileges * Tro hU(.: 'VI' y
Security privileges restricted or * lechnica
distributed? Distributed 5,000 | 180,000 Security Index

APPLICATION MODEL REFERENCE
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DECISION REFER ENCE

Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Will you enable
or disable Disable i i .
OS services seilees e Productivity
Datab_ase and associated reIatfed (OKS) o Peﬁormance
Security ports services and e Technical
ports?
Will you employ Disable ) )
database Productivit
Database Database honeypots to : T;c::hl:]iccgll y
Security honeypots trap ant’i? redirect Security Index
attacks” Enable _ _
Network-based
Will you employ | intrusion 10,000 100,000
Type of a network-based | detection (NIDS)
intrusion IDS, a host- Host-based Technical Security
IDPS - intrusion 30,000 80,000
detection based IDS, or ) Index
system to install | ,5in? detection (HIDS)
Both 36,000 160,000

APPLICATION MODEL REFERENCE
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Will you use a :
production Eg‘r’]‘i;gg‘t)” 20,000 | 90,000
Class of honeypot or go Technical Securit
IDPS honeypot to for a research Index !
deplo i
ploy honeypot Wlt.h Research
better analytics? | honeypot 10,000 70,000
Pure honeypot 10,000 90,000
How strong is
Strength of . . . .
IDPS honeypot to the honeypot how mte:actlon 20,000 60,000 ;I'zchnlcal Security
deploy you deploy? oneypo naex
High interaction 30,000 90,000

honeypot

APPLICATION MODEL REFERENCE

UMUC | Private and Confidential




DECISION REFER ENCE

Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Less than
10,000 600,000
What strength average e Productivity

L will you keep
Hiring and our IT teams e Employee
Employee IT team size you . Average 30,000 900,000 Morale

! at, in relation to .
Policy . e Technical
the industry S itv Ind
average? More than 50,000 | 1,400,000 eetry fndex
average ’ S
Will you choose | All 8,800 4,224 .

- Full-time to bolster your e Productivity
£l g employees as a | IT team with SSlElovEs
Employee ploy 0.9 16,500 3,960 Morale

; percentage of temporary or .
Policy e Technical
the workforce rt-time hires? .
part-ime hires: Security Index
0.8 22,000 5,867
3 8,800 12,941
What'’s the
Hiring and average 5 16,500 21,000
Employee Hiring by experience Internal Security
Policy average you’re looking 7 22.000 26,400 Index
experience in for when you
years hire for IT
teams? 8 24,000 27,429
9 25,000 29,310

APPLICATION MODEL REFERENCE

UMUC | Private and Confidential




DECISION REFER ENCI

Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Will you make Disab e Productivity
- isable - -
Hiring and Forced rotation emp!oyee e Employee
Employee f | rotation Morale
Policy of employees ? e Internal Securit
mandatory? Enable 25,000 45,000 y
Index
Will you make Disab| e Productivity
- isable - -
Hiring and Forced vacation emplgyee e Employee
Employee f | vacations Morale
Policy or employees ? e Internal Securit
mandatory Enable 75,000 85,000 y
Index
To what degree
does your None - -
Advisory organization rely
Subscription Degree of on security Technical Security
and Federal advisory referral | gdvisories from Index
Help the federal Limited 30,000 150,000
government?
To what degree
will you rely on | None - -
Advisory Reliance on federal i
o ™ e Technical
Subscription | federal government F or cntlcall 300,000 170,000 Security Index
and Federal government support? Issues only Reputati
Help support ' * Reputation
Ongoing 400,000 250,000
What is the . e Internal Security
o extent of funding | Minimum 1,000 0,000 Index
- Training by . .
Training funding for cybersecurity e Productivity
training? Maximum 2,000 100,000 » Employee

Morale

APPLICATION MODEL REFERENCE

UMUC | Private and Confidential




DECISION REFERENCE

Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
How much will 25% of fees 5,000 20,000
Average you reimburse _
. Technical
compensation employees for 50% of fees 10,000 40,000 ’ Securilty Index
Training bonus as a technical e Productivit
Incentives fraction of certification for y
technical security 75% of fees 15,000 60,000 . I\Eﬂmplloyee
R orale
certification fees training?
100% of fees 20,000 80,000
. . e Technical
. Link training Getll e il Yes 10,000 10,000 Security Index
Training outcomes to training e Productivit
Incentives " outcomes to y
promotion promotion? No . . e Employee
Morale
. . e Technical
Traini Link training Will you link Yes 15,000 7,000 Security Index
raining outcomes to training e Productivit
Incentives luati outcomes to y
evaluation evaluation? No - . e Employee

Morale

APPLICATION MODEL REFERENCE
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
B2 O Minimum - - e Technical
Training and training area: Security Index
Auditing network C I'y
vulnerabilities Maximum - - * ~ompliance
Choose whether
i 4 | Foous on to focus your Minimum - - e Technical
ALac;ir’:;Eg an training area: security auditing Security Index
9 controls efforts on Maximum _ _ e Compliance
network
vulnerabilities, Mini
Training and Focus on controls, e : : e Technical
encryption penetration. Maximum - - ¢ Compliance
Focus on Minimum - - e Technical
Training and | training area: Security Index
Auditing penetration W
testing Maximum - - e Compliance
Every three
= ¢ How often will months L ALE
requency O ,
Training and | physical audits you'runflohySIcal Every six months 7,500 IoEey| VS SoEmy
Auditing of the audits of system Y ’ ’ Index
Once a year 5,000 5,000

APPLICATION MODEL REFERENCE
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
How much Low 5,000 5,000
Business Degree of IT redundancy will
Continuity data storage you build in for Medium 10,000 10,000 Disaster Readiness
Planning redundancy IT data storage?
High 15,000 20,000
Low 7,500 20,000
How much
Business Degree of IT redundancy will
Continuity network you build in for Medium 12,500 30,000 Disaster Readiness
Planning redundancy IT networks?
High 20,000 50,000
How much 1 5,000 25,000
Business Levels of power | redundancy will
Continuity backup you build in for | 2 10,000 45,000 Disaster Readiness
Planning redundancy power backup?
3 15,000 67,500
1 5,000 75,000
. How many
SEIEES Number of backup sites will
Continuity backub sites o 2 10,000 150,000 Disaster Readiness
Planning p you maintain?
3 15,000 200,000
APPLICATION MODEL REFERENCI UMUC | Private and Confidential
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
How many 1 5,000 10,000
Number of backup
Business redundant communication
Continuity backup - . 2 10,000 17,500 Disaster Readiness
Planning communication | links will you
links maintain?
3 15,000 25,000
3 - 100,000
How often will
Business Policy review you review 6 - 75,000
Contipuity frequency in disaster Disaster Readiness
12 - 25,000
To what extent ;
High - full
does the disclosure 8,800 1,760
Degree of organization Medium - non- o
Information information share _ sensitive 16,500 4,125 * P,rOf'tab'“ty
Sharing sharing on cybersecurity disclosure . D|sas.ter
attacks attack Readiness
information Low - no ) )
publicly? disclosure

APPLICATION MODEL REFERENCE
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
To what extent Hi
gh - full
does the disclosure 16,500 3,536
Degree of non- | organization Medium - non- e Profitability
Information crisis share routine sensitive 8,800 1,760 « Disaster
Sharing information cybersecurity disclosure Readiness
sharing information
blicly? LOW - o - -
publicly disclosure
How much will | Minimum 50,000 25,000
Public Spending on you spend on Reputation
Relations public relations | public relations? P
Maximum 100,000 100,000
How much will o
Emeraenc Spending on you spend on Minimum 5,000 1,000
Bypags Po);icy SiiEefeley emergency Disaster Readiness
bypass policy | pypass policy? | Maximum 10,000 2,000
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UMUC | Private and Confidential




DECISION REFER ENCE

Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
What is the
e Not allowed 25,000 12,500
Response to response o e  Technical
violations of violations of . . _
Emergency . . Permitted with Security Index
Bypass Policy typical typical limitations 15,000 20,000 o Disaster
separation of Separation of Readiness
duties protocol | pyies protocol? | Aflowed 2,500 | 35,000
Focus on _ _
What punitive warnings
actions will you
o use for Focus on fines - -
Emergency Violation violations of Employee Morale
Bypass Policy | penalties emeraenc Focus on
gency suspensions ) )
bypass policy?
Focus on _ _
termination
2 17,600 12,000
How many
i eople will you 22,164
No. of people in | P€OP y 3 33,000 16 e Productivity
, groups to put in groups to :
Information e Technical
Sharing overlook and | overlookand | 44,000 30,000 Security Index
Polic enforce internal | enforce ’ ’ Emol
d information information ) Mr(r)lrp;lc;yee
sharing sharing? 5 48,000 31,304
6 50,000 30,357
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
o Strictly need-to- 15,000 50,000 B
Internal How restrictive | know Productivity
Information information is the system for Technical
Sharing sharing by role- | internal sharing | Limited access 10,000 35,000 Security Index
Policy based access of information? Employee
control Moral
Open system 1,000 - orale
Strictly need-to- .
How restrictive | know 15,000 50,000 _I:_’rO?]u.Ctlvllty
Information Ezg:ﬁZIOf is the system for Szcc::urr]iltc;/aln dex
ggﬁcr:lng information ex’fernal sh.arlng Limited access 10,000 35,000 Customer
Yy sharing of information? Satisfaction
Open system 1,000 - Compliance
How frequently
will you share 7 days 30,000 2,500
information for
. Frequency of | e |nfraGard 14 days 25,000 5,000 Contribution to
Information disclosure for . f National
Sharing InfraGard §erwce (,) .
L . . information Secunty Index
Policy communication 21 days 12,500 7,500 o
in days sharing between ’ ’ Profitability
private and
public entities? | 28 days 10,000 10,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
. Warnings - -
What punitive
actions will you _
Information —— use for Fines - -
. Violation -
Sha_\rlng penalties violations of Employee Morale
Policy information Suspensions - -
sharing policy?
Termination - -
How open is All incidents 24,000 50,000
your- Critical and e Reputation
B Degree of organization significant 22,000 35,000 o Customer
reach > c c i :
e openness of about breaches | incidents Satisfaction
Notification -
Policy SIEEEN that have Only critical » Contribution to
notification happened to its | incidents 16,500 20,000 glanor)flll .
systems? ecurity Index
NS G e 8,800 0
incidents
Private
Which investigators 8,800 12,571 .
vestioati investigative ° Eepl:tatlon
nvestligatve agencies will Forensic ° mployee
Breach agencies to call gencl ) W h investigators 16,500 24,750 Morale
Notification in for major you app oac e Contribution to
Policy security for major CERT ) ) National
breaches security Security Index
breaches? e Downtime
FBI/NSA - -
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
. Focus on
What punitive warnings - -
actions will you
B Violation U?T f;’r ’ Focus on fines - -
Notification i violations o Employee Morale
Policy penatties breach Focus on _ )
notification suspensions
policy? Focus on
termination ) )
How much will o
_ you spend on Minimum 10,000 5,000
Privacy e Employee

, your
Information program e Morale
Privacy Policy | investment orgamzahon S e Customer

spending privacy Maximum 50,000 10,000 Satisfaction
program?

_ e Will you appoint | yes 8,800 10,560 » Employee
Information , a dedicated Morale
Privacy POllcy dﬁ\dllaccateo?:flcer privacy officer? e Customer

privacy No - - Satisfaction
How much will o
o N you spend on Minimum 10,000 5,000 « Employee
. rivacy training .
Information : training Morale
: . spending for
Privacy Policy emblovees employees on e Customer
ploy Maximum 40,000 10,000 Satisfaction

privacy policies?
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
e
Information D egree 9f information will Operational o PEECTENEE
Privacy Polic information and o information 15,000 75,000 e Employee
y Y | record retention | You retain? Morale
All information 37,500 110,000
Focus on ) )
What punitive warnings
actions will you .
Focus on fines - -
Information Violation Sifjaftci)(;ns of Employee Morale
Privacy Polic enalties
Y Y|P information Focusnori1 N - -
privacy policy? suspensions
Focus on ) )
termination
fDegéee of How free are Restricted 12,500 50,000
reedom given our employees
General to employees :’0 L(J;ommr:mi{:ate e Employee
Access regarding Time-limited 12,500 50,000 Morale
Policies communications | OVver the e Productivity
over the Internet?
Internet Free - -
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Restricted 5,000 50,000
D ¢ How free are
General freegcrii?noover your employees Employee
Access . to browse non- | Time-limited 10,000 50,000 Morale
Policies browsing non- i ites? Productivit
business sites business sites* y
Free - -
Choose the None - -
Degree of degree to which
logging of Internet access | | imited actions 10,000 20,000 Internal Security
General , :
AcCess Intgrnﬁ;{ access | and other :Ende>|(
ici zlle) Gl system actions | Critical system mployee
Policies system actions | gnq gccess are | access o);ﬂy LY LR Morale
and accesses
logged.
All actions 50,000 125,000
3 - -
Choose the Employee
General Number of number of Morale
Access permitted login | permitted login | 5 - - Productivity
Policies attempts attempts. Technical
7 Security Index
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
15 20,000 30,000
General How long will '\E/Ir(r)lglzyee
AcCess \Ij:"s;\{voil;]dda . passwlot)ds set 30 20,000 15,000 Productivity
Policies y y be valid? Technical
45 20,000 10,000 Security Index
4 20,000 10,000
How many Employee
General Password characters long Morale
Access length should the 6 30,000 10,000 Productivity
Policies requirements password be? Technical
3 45,000 10,000 Security Index
: 1 - -
How many prior Employee
General Non-use of prior passwords are Morale
Access P set to be invalid | 3 - - Productivity
e passwords .
Policies for use? Technical
6 Security Index

APPLICATION MODEL REFERENCE

UMUC | Private and Confidential




DECISION REFER ENCE

Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Focus on ) )
What punitive warnings
actions will you _
General R use for Focus on fines - -
Violation D
Access enalties violations of Employee Morale
Policies P general access | [ OCUs on - -
. suspensions
policy?
Focus on ) )
termination
Physically Control the Free access 10,000 -

. isolate rooms degree of . .
Physical s ) o Technical Security
Security F:ontalnlng physical access | Limited access 25,000 20,000 Index

|mfportant to servers.
infrastructure i
Restricted 30,000 15,000
access
Control the
o degree of Free access 5,000 - N
Ef?;st;?c(:;nagccess physical access . Eirs?::tztrlwty

. L. °

EZZlSJerital through role to servers Limited access 12,500 2,000 Readiness
y based access Lhroudgh role- e Technical
control ased access Restricted Security Index
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Free access 10,000 -
Control the Limited access 20,000 10,000
. Degree of degree and . e Productivity
Physical . . Accompanied .
Security access given to | quality of access | frce gccess 30,000 150,000 e Technical
visitors for visitors. Security Index
NETETIEMIES 40,000 | 250,000
limited access
Restricted 50,000 | 300,000
access
Focus on ) )
What punitive warnings
actions will you .
Focus on fines - -
Physical Violation Usel ftor f Emplovee Morale
Security penalties violations 0 Focus on ploy

physical security
policy?

suspensions

Focus on
termination
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Executive
management 10,000 2,500
For which only
Degree of employee Upper 15,000 7,500 i
Remote remote access | grades is management ’ ’ > lEennE
Access Policy | by employee remote access Middle . greg:l:g\msex
grade available? management 20,000 25,000
All professional 35,000 100,000
staff members
Low - read only 10,000 5,000
What are the Medi
- edium -
Remote Access :nf:lrtnum read/write 15,000 5,000 e Technical
Access Policy privileges e. _? € access Hioh Security Index
ermitted privileges Igh - Productivit
P allowed? read/write/delete 20,000 10,000 * y
Very high -
administrator 35,000 10,000
level
Focus on ) )
What punitive warnings
actions will you
use for Focus on fines - -
Remote Violation "
Access Policy | penalties violations of Focus on SHPIENEE o

remote access
policy?

suspensions

Focus on
termination
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Freeware - -
How lenient are
Type of :
Authorized software you in terms of Games 20,000 30,000 * Employee
Software permitted for software usage? Morale
Policy use by Oben-source i i * Technical
employees p Security Index
Approved 100,000 | 150,000
software
How frequentl
owirequenty e 25,000 85,000
Soft will you evaluate
Authorized e\(/)al\t’JV:triin systems for e Productivity
Software frequency in presence of 12 35,000 50,000 e Technical
Policy months unauthorized Security Index
software? 18 45,000 40,000
Focus on ) )
What punitive warnings
actions will you .
Authorized o use for Focus on fines - -
3 Violation N
oftware penalties violations of Employee Morale
Policy authorized Focus on - -

software policy?

suspensions

Focus on
termination
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
_ . Low 40,000 50,000
Intensitv of How intense is e
ntensity o : e Employee
Systems quality your quality . 60,000 | 150,000 Morale
Development assurance Medium .
Testing assurance TR e Technical
testing esling: Security Index
Hi 90,000 300,000
igh
Choose the Usability and
degree of other minor 10,000 50,000
reliance on testing
Systems Degree of e Productivity
Development | reliance on external vendors tSelért)i?]Iementary 20,000 100,000 ¢ Technical
Testing external vendor | for systems 9 Security Index
development | 5 mprehensive 30,000 | 200,000
testing. testing
Ch h
0939’( e Baseline 30,000 50,000
quality of the
Quality of antivirus O PEAENES
Ant.|V|rus antivirus solution used Strong 50,000 100,000 o Produc;tmty
Policy solution used e Technical
across the Security Index
organization. 70,000 180,000

State-of-the-art
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Multiple times 24,000 28,800
per day
How frequently _ 22000 3,846
Antivi does the Once daily e Productivity
ntivirus Frequency of o .
Policy scans antivirus scan . Techn_lcal
run? Once per week 16,500 15,000 Security Index
Once per month 8,800 8,800
Always once 22,000 66,000
How frequently e
will you update , .
Antivirus Frequency of your antivirus g:éycfﬁtzcrgf Jor 16,500 39,286 : .F;;%?]L:]?égllty
el patch updates | solution with updates Security Index
A?
patches? Only for critical 8,800 18,857
updates
How high will | Low 8,800 88,000
Degree of you prioritize « Disaster
Insurance insurance used | insurance Medium 16,500 32,000 Readiness
Policy against a against a e Compliance
cyberattack cyberattack? 22 000 330.000
High ’ ’
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3.2 DTL Power

Table 4: DTL Power Decision Reference

Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
How much will | pinimum 150,000 5000 | o Technical
Kerberos you spend on .
I Security Index
Authentication | servers Kerberos servers
. e Performance
spending for Maximum 400,000 10,000 e Downtime
authentication?
- | Howmuchwill | pinimum 10,000 4000| o Technical
Key distribution | you spend on .
L U Security Index
Authentication | centers key distribution
. e Performance
spending centers for Maximum 25,000 8,000 | . powntime
authentication?
0 5,000 10,000
What'’s the RAID | 1 10,000 15,000 e Performance
Backup RAID levels level of your e Compliance
server backup? 5 15,000 17,500 e Downtime
6 17,500 20,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
Choose the Minimum 10,000 0100} R e Sem—
Remote backup | amount to spend .
Backup . e Downtime
spending on remote . c i
backup services. Maximum 20,000 80,000 O ompliance
No encryption 10,000 -
What is the _
average scale of | File 20,000 5,000 e Technical
Data Level of . .
, . encryption used Security Index
Encryption encryption .
across the Folder 30,000 14,000 e Productivity
organization?
Drive 35,000 25,000
The strength of | 35 pts 10,000 10,000
encryption you
Data Encrvption will use; the . e Technical
. stre:lypt)h i bits | higher the bit 64 bits 20,000 15,000 Security Index
P 9 strength, the e Performance
stronger the 128 bits 25,000 20,000
encryption.
bDOS Delay binding to | Disable . . e Technical
Load protection . .
protect against Security Index
Management | through delayed DDOS attacks Performance
. . . [ ]
binding Enable 30,000 25,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
Disable = -
HTTP security Use load e Technical
Load . .
through load balancing to Security Index
Management . . :
balancing improve security. e Performance
Enable 60,000 20,000
e Contribution to
National
Choose whether | Y€S 25,000 5,000 .
. Security Index
Isolate affected | to isolate areas e Network Load
Network areas of the of the network
. e Customer
Isolation network as affected by cyber . .
: Satisfaction
needed or physical D i
attacks. No - - * “ownlime
e Popular
Sentiment
. 10.000 100.000 e Contribution to
’ ’ National
How long wil Security Index
W Wi
i Network L
Network Period of you isolate 2 20000| 200000 | ° Networkload
. isolation in e Customer
Isolation affected areas of . .
weeks Satisfaction
the network? .
e Downtime
3 30,000 300,000 e Popular
Sentiment
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
g:ltlcal updates 10,000 10,000
Determine the y o
Frequency of frequency of iti * Productivity
Patch atgh y roll?n ou)’: Critical and e Performance
Management p g important 20,000 20,000 e Technical
management updates to updates S ity Ind
systems. ecurity Index
All updates 40,000 40,000
Low 10,000 5,000
Patch Degree of patch V':;:IWQS?;Z?SW e Performance
testing prior to y Medium 20,000 10,000 e Technical
Management | . . patches before )
installation . . Security Index
installing them?
High 40,000 15,000
Will'you rely only | ynofficial 5,000 2,500
on official
Patch Trustworthiness patch(.es', or are Trusted 10.000 5.000 e Downtime
you willing to use ’ ’
Management | of patch - e Performance
unofficial or
community Official 15,000 7,500
workarounds?
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
What is the Low 20,000 10,000
Role Based Degree of role- ﬁ:glree:":rfltation } -Sriz[]?iltcallndex
Access based access P Medium 30,000 20,000 y
of access control e Employee
Control control
by employee Morale
role? High 44,000 30,000
Choose Virtualization 10,000 5,000
, s Choose virtualization or
Virtualization . L. . . .
OR Cloud virtualization or | cloud computing Technical Security
Computin cloud for your systems | Cloud Index
puting computing to improve computing 50,000 10,000
security.
Limited 2,000 10,000
If To what degree
Viivslfzsiten | g O will you Significant 7,000 20000 |  Technical Security
virtualization implement Index
Chosen . o
virtualization?
Full 20,000 40,000
: How much will Mini 10.000 _
Spending on Inimum ,
If . you spend on . :
: o underlying . Technical Security
Virtualization . the underlying
physical . Index
Chosen network physical Maximum 50,000 -
network?
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
™ Minor 10,000 20,000
If Degree of the network Performance
Virtualization | isolation of under the Medium 30,000 30,000 Technical
Chosen network virtualization Security Index
schema? Complete 60,000 50,000
Limited 10,000 5,000
If Traffic Choose the . Performance
. L o extent of traffic o )
Virtualization | monitoring on . Significant 20,000 20,000 Technical
monitoring on )
Chosen network Security Index
the network.
Full 30,000 30,000
Choose the
cloud hosting Private 22,000 12,571
model for your
systems. Will
it Cloud hostin Zor:(fraeysrggfefor UGEIEE]
Computing 9 . Hybrid 16,500 8,250 Security Index
model private
Chosen . Performance
infrastructure or
share
deployment with
Public 8,800 6,600

other companies
for less cost?

APPLICATION MODEL REFERENCE

UMUC | Private and Confidential m




DECISION REFER ENCE

Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
At what level of | goftware as a
engagement will | saorvice 10,000 20,000
you operate off
If Cloud Services offered the cloud? Will Platform as a e Technical
Computing you stick with . 20,000 30,000 Security Index
by the cloud . service
Chosen software, or will o Performance
you go all the
way to Infrast.ructure as 40,000 60,000
infrastructure? a service
Low 5,000 5,000
How strictis the | pedium 10.000 7 500 e Productivity
: Filtering firewall ’ ’ e Technical
Firewall . ) .
strictness configured to . i Security Index
be? Medium-high 12,500 10,000 e Performance
High 17,500 12,500
Enable DNS Yes 10,000 15,000
DNS DNS server server .
redundancy to Downtime
Redundancy | redundancy
reduce No 5,000 -

downtime.
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
Use a split DNS | yeq 5,000 15,000
DNS Split DNS topology to Downtime
Redundancy | topology reduce
downtime. No 10,000 -
15 40,000 5,000
Frequency of How frequently
quency does the 30 30,000 5,000 e Productivity
Database forcing )
: database ask for e Technical
Security password a change of 60 20.000 5.000 Security Index
changes in days 2 ’
password?
90 10,000 5,000
Degree of Choose to _ None 10,000 -
. separate admin .
Database separation of and operator e Productivity
. roles for admin P Limited 20,000 250,000 e Technical
Security roles for ,
and operator Security Index
| database
roles systems. Complete 30,000 | 350,000
Are database Restricted 10,000 90,000 | Productivity
Database Control control privileges Technical
[ ]
Security privileges restricted or . ec nllca
Distributed 5,000 180,000 Security Index

distributed?
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
Will you enable _
03 services or disable Disable - - e Productivity
Database v . database-related e Performance
. and associated . .
Security ports OS services and e Technical
associated Enable - - Security Index
ports?
Will you emplo
/ _— Disable - - .
database e Productivity
Database Database )
. honeypots to e Technical
Security honeypots . .
trap and redirect Enable ) ) Security Index
attacks?
Network-based
intrusion 10,000 100,000
Type of Will you employ | detection (NIDS)
intrusion a network-based Technical Securit
IDPS detection IDS, a host- rlost-based Index ’
. based IDS, or mtruspn 30,000 80,000
systemto install | ) ho detection (HIDS)
Both 36,000 160,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
Will you. use a Production 20,000 90,000
production honeypot
Class of . :
honeypot or go Technical Security
IDPS honeypot to
el for a research Seceah Index
honeypot Wlt.h honeypat 10,000 70,000
better analytics?
Pure honeypot 10,000 90,000
Strength of How strong is Low interaction . .
Technical Security
20,000 60,000
IDPS honeypot to the honeypot honeypot Index
deploy you deploy?
High interaction 30,000 90,000
honeypot
Less than 10,000 | 600,000 »
What strength average e Productivity
Hiring and will you keep e Employee
Employee IT team size your |IT teams at, | Average 30,000 900,000 Morale
Policy in relation to the e Technical
industry More than Security Index
average? 50,000 | 1,400,000
average
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
. Will you choose Al 8,800 4,224 e Productivity
. Full-time
Hiring and emplovees as a to bolster your IT e Employee
Employee ploy team with 0.9 16,500 3,960 Morale
. percentage of ,
Policy temporary or e Technical
the workforce . . .
part-time hires? 0.8 22 000 5867 Security Index
3 8,800 12,941
What's the 5 16,500 21,000
Hiring and :2:: Zy Zlerear?eice Internal Securit
Employee ge P . 7 22,000 26,400 y
. experience in you’re looking for Index
Policy .
years when you hire for
IT teams? 8 24,000 27,429
9 25,000 29,310
. Will you make Disable - - *  Productivity
Hiring and . e Employee
Forced rotation | employee
Employee . Morale
. of employees rotation )
Policy q o e Internal Security
mandatory? Enable 25,000 45,000 Index
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
: i - - e Productivity
Hiring and Will you make Disaple e Employee
Emplovee Forced vacation | employee Morale
.p y for employees vacations .
Policy datorv?  Internal Security
Bl iRty s Enable 75,000 85,000
Index
To what degree
Advisory does your None - -
Subscription Degree of 2:\922;?2% rely Technical Security
and Federal advisory referral L y Index
Help advisories from
the federal Limited 30,000 150,000
government?
To what degree | None . .
Advisory Reliance on }N'(Ijl yOlIJ rely on S
Subscription federal edera For critical .
and Federal government government issues only 300,000 170,000 Secunty. Index
Help support support? e Reputation
Ongoing 400,000 250,000
What is the Minimum 1,000 50,000 | ° :Egeerza' Security
Training Tralr'nng by extent of fundl'ng e Productivity
funding for cybersecurity
training? _ e Employee
raining - Maximum 2,000 100,000

Morale
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
25% of fees 5,000 20,000
Average How much will .
. imb e Technical
N compensation you reimburse 50% of fees 10,000 40,000 vty el
Training bonus as a employees for ..
: . . e Productivity
Incentives fraction of technical ) S
technical certification for | /27 of fees 15,000 60,000 * Employee
L . - Morale
certification fees | security training?
100% of fees 20,000 80,000
o Yes 10,000 10,000 | * Technical
Training Link training W|!| You link Securlty. I.ndex
Incentives outcomes to training e Productivity
promotion outcomes to e Employee
promotion? No . } Morale
o Yes 15,000 7,000 | * Technical
Training Link training W|!| you link Securlty. I!"ldex
Incentives outcomes to training e Productivity
evaluation outcomes to e Employee
evaluation? No - -

Morale
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)

- FOFU.S on Minimum - - e Technical
Training and training area: Security Index
Auditing network _ .y

vulnerabilities Maximum - - e Compliance
Choose whether Minimum ) ) )
Training and ::o.cu's on _ to focus your * 'Sl'echn.lcall d
Auiing raining area: security auditing ecurity Index
controls efforts on Maximum - - e Compliance
network
Traini 4 | Focuson vulnerabilities, Minimum - - e Technical
ALac;ir’:;:g an training area: controls., Security Index
g encryption Zgﬁgi’:ﬁ;’] and Maximum - - e Compliance
Focus on Minimum - - e Technical
Training and | training area: Security Index
Auditing penetration .y
testing Maximum - - e Compliance
i‘(’;%tshree 10,000 20,000
Frequency of How often will
Training and | physical audits | you run physical | Every six Technical Security
Auditing of the audits of system | months 7,500 10,000 Index
equipment equipment?
Once a year 5,000 5,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
Low 5,000 5,000
Business Degree of IT How much .

. redundancy will . . .
Continuity data storage o Medium 10,000 10,000 Disaster Readiness
Plannin redundanc you build in for IT

9 y data storage?
High 15,000 20,000
Low 7,500 20,000
Business Degree of IT lrl?jvl\jnrgzzz will
Continuity network o y Medium 12,500 30,000 Disaster Readiness
Plannin redundanc you build in for IT
9 y networks?
High 20,000 50,000
1 5,000 25,000
: How much
Business Levels of power redundancy will
Continuity backup o y 2 10,000 45,000 Disaster Readiness
Plannin redundanc you build in for
9 y power backup?
3 15,000 67,500
1 5,000 75,000
Business Number of How many
Continuity . backup sites will | 2 10,000 150,000 Disaster Readiness
. backup sites L
Planning you maintain?
3 15,000 200,000
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Number of How many 1 5,000 10,000
Business redundant backup
Continuity backup communication 2 10,000 17,500 Disaster Readiness
Planning communication | links will you
links maintain? 3 15,000 25000
3 | 100,000
. . . How often will 6
Business Policy review . - 75.000
Continuity frequency in you review ’
. disaster recovery Disaster Readiness
Planning months . 9
policy? - 50,000
12 .| 25,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
High - full
To what extent disclosure 16,500 3,300
does the
. Degree of organizafion Medium - non- e Profitability
Information information share I .
. . . sensitive 8,800 2,200 o Disaster
Sharing sharing on cybersecurity . .
disclosure Readiness
attacks attack
information
publicly? Low - no _ _
disclosure
High - full
To what extent disclosure 16,500 3,036
Degree of non- does the
: g organization Medium - non- e Profitability
Information crisis . o .
. . : share routine sensitive 8,800 1,760 e Disaster
Sharing information : . :
: cybersecurity disclosure Readiness
sharing . .
information
publicly? Low - no _ ]
disclosure
How much will Minimum 50,000 25,000
Public Spending on .
, ; , you spend on Reputation
Relations public relations . P
public relations? | Maximum 100,000 100,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
: How much will Mini
Spend|ng on Inimum 5,000 1,000
Emergency you spend on . .
. emergency Disaster Readiness
Bypass Policy bvbass polic emergency .
yp policy bypass policy? Maximum 10,000 2,000
What is the Not allowed 25,000 12,500
Response to :
violations of response to e Technical
Emergency ) violations of Permitted with Security Index
. typical . . 15,000 20,000 .
Bypass Policy . typical limitations e Disaster
separation of . ;
duties protocol S o Readiness
P Duties protocol? | Allowed 2,500 35,000
Focus on i
warnings

Emergency
Bypass Policy

Violation
penalties

What punitive
actions will you
use for violations
of emergency
bypass policy?

Focus on fines

Focus on
suspensions

Focus on
termination

Employee Morale
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
2 17,600 12,000
No. of people in How many
-+ O Peop people will you 3 33,000 22,164 e Productivity
. groups to . .
Information overlook and put in groups to e Technical
Sharing ) overlook and 4 44,000 30,000 Security Index
. enforce internal
Policy . : enforce e Employee
information inf "
sharing in orma ion 5 48,000 31.304 Morale
sharing?
6 50,000 30,357
Strictly need-to-
Internal .. .| know 15,000 50,000 e Productivity
, . : How restrictive is ,
Information information e Technical
. . the system for )
Sharing sharing by role- | . . Limited access 10.000 35.000 Security Index
Polic based access internal sharing , , Empl
y control of information? * Mmp onee
Open system 1,000 - orale
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
Strictly need-to- 15,000 50,000
know e Productivity
: Degree of How restrictive is e Technical
Information external the system for Security Index
Sharing . . y ; Limited access 10,000 35,000 y
Polic information external sharing e Customer
y sharing of information? Satisfaction
e Compliance
Open system 1,000 -
How frequently | 7 gays 24,000 2,000
will you share
Frequency of information for «  Contribution to
Information disclosure for | the InfraGard 14 days 22,000 4,400 )

. : National
Sharing InfraGard service of Security Index
Policy communication | information 21 days 16,500 9,900 . y ,

. . o Profitability
in days sharing between
private and
public entities? 28 days 8,800 8,800
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
Warnings - -
What punitive
Information L actions will you | Fines - -
, Violation C
Sharing enalties use for violations Employee Morale
Policy P of information Suspensions - -
sharing policy?
Termination - -
All incidents 24.000 50,000
How open is Critical and e Reputation
Breach oogree o your organization | significant 22,000 35,000 | ° Sustomer
L openness of about breaches incidents Satisfaction
Notification o
Polic breach that have e Contribution to
y notification happened to its | Only critical National
systems? incidents 16,500 20,000 Security Index
None of the 8,800 0
incidents
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
Private 8,800 12,571
investigators e Reputation
L Which
Investigative investigative Forensic * Employee
Breach agencies to call g ) . . 16,500 24,750 Morale
L . . agencies will you | investigators N
Notification in for major e Contribution to
Policy security approach for National
major security CERT - - .
breaches Security Index
breaches? ,
e Downtime
FBI/NSA - -
Focus on ) )
warnings
What punitive
Breach o actions VY"' you | Focus on fines - -
e L Violation use for violations
Notification . Employee Morale
Polic penalties of breach Focus on
y notification Suspensions - -
policy?
Focus on i )
termination
How much will
Privacy you spend on Minimum 10,000 5,000 e Employee
Information program your Morale
Privacy Policy | investment organization’s e Customer
spending privacy Maximum 50,000 10,000 Satisfaction
program?
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
. Appoint a Will you appoint | Y€S 8,800 10,560 * Employee
Information : . Morale
. . dedicated a dedicated
Privacy Policy rivacy officer rivacy officer? * Customer
privacy privacy © |No - - Satisfaction
How much will o
Minimum 10,000 5,000 PY Emp|0yee
. Privacy training | you spend on
Information . .. Morale
: . spending for training
Privacy Policy emplovees emplovees on _ e Customer
ploy _ ploy 0 Maximum 40,000 10,000 T
privacy policies?
Critical 25,000 20,000
information
Information Degree of What sort of Overational o Performance
) . information and | information will . P . 15,000 75,000 e Employee
Privacy Policy . . information
record retention | you retain? Morale
All information 37,500 110,000
Focus on ) )
warnings
What punitive

Information
Privacy Policy

Violation
penalties

actions will you
use for violations
of information
privacy policy?

Focus on fines

Focus on
suspensions

Focus on
termination

Employee Morale
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
Degree of Restricted 12,500 | 50,000
freedom given How free are
General to employees your employees Employee
Access regarding to communicate | Time-limited 12,500 50,000 Morale
Policies communications | over the Productivity
over the Internet?
Free - -
Internet
Restricted 5,000 50,000
Degree of How free are
General freedom over our employees Employee
Access . YOUr STMPOYESS | Time-limited 10,000 | 50,000 Morale
. browsing non- to browse non- ..
Policies . . : . Productivity
business sites business sites?
Free - -
None - -
Choose the
Degree of :
logging of degree to which imi ' Internal Securit
General gging Internet access Limited actions 10,000 20,000 y
Internet access Index
Access and other and other system _ Ermol
Policies <vstern actions actions and Critical SyStem 25,000 75,000 Mmp onee
y access are access only orale
and accesses
logged.
All actions 50,000 125,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
3 - -
General Number of Choose the Employee
. . number of Morale
Access permitted login . : 5 - - .
Polici it ¢ permitted login Productivity
olicies attempts T el el
7 - - Security Index
15 20,000 30,000 Employee
General Password How long will Morale
Access e passwords set 30 20,000 15,000 Productivity
. validity in days . .
Policies be valid? Technical
45 20’000 10’000 Security Index
ow man 4 20,000 10,000 Employee
General Password characterz lon Morale
Access length g 6 30,000 10,000 Productivity
Policies requirements should the Technical
9 password be? ec n.|ca
8 45’000 10’000 Securlty Index
1 ) } Employee
How many prior
General . Morale
Non-use of prior | passwords are -
Access L 3 - - Productivity
.. passwords set to be invalid _
Policies Technical
for use? .
6 _ _ Security Index
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
Focus on i i
warnings
What punitive )
General S actions will you Focus on fines ; ;
Violation L
Access enalties use for violations Employee Morale
Policies ¢ of general Focus on § §
access policy? | SUspensions
Focus on i i
termination
Physicall Free access 10,000 -
isoTaStZ?'o):)ms Control the
Physical containing degree of Limited access 25000 20,000 Technical Security
Security . physical access Index
important to Servers
infrastructure Restricted 30,000 15,000
access
Control the Free access 5,000 - .
Restricting degree of e Productivity
Physical physical access | physical access o e Disaster
ySic through role to servers Limited access 12,500 2,000 Readiness
Security .
based access through role- e Technical
control based access Restricted 15,000 15,000 Security Index
control. access
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
Free access 10,000 -
Limited access 20,000 10,000
Control the : .
Physical Degree O.f degree and Accompanied 30,000 150,000 ° Produ?tlwty
. access given to . free access ’ ’ e Technical
Security . quality of access _
visitors for visitors . Security Index
Accompanied 40,000 | 250,000
limited access
Restricted 50,000 | 300,000
access
Focus on
warnings
What punitive .
. e actions will you Focus on fines ; ;
Physical Violation C
. . use for violations Employee Morale
Security penalties Focus on

of physical
security policy?

suspensions

Focus on
termination
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Executive
management 10,000 2,500
only

Degree of For which Upper
Remote remote access | employee grades | management
Access Policy | by employee is remote access

grade available? mzj::;ement 20.000 25,000

15,000 7,500 e Technical
Security Index

e Productivity

All professional

staff members 35,000 100,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
Low - read only 10,000 5,000
Whatare the | Medium - 15,000 5,000
) read/write .
Access maximum e Technical
Remote . .
Access Polic privileges remote access High - Security Index
y permitted privileges read/write/delete 20,000 10,000 e Productivity
allowed?
Very high -
administrator 35,000 10,000
level
Focus on i i
warnings
What punitive )
o actions will you Focus on fines ) )
Remote Violation o
, . use for violations Employee Morale
Access Policy | penalties Focus on

of remote access
policy?

suspensions

Focus on
termination
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
Freeware - -
Type of e Employee
Authorized software How lenient are Games 20,000 30,000 ploy
. . Morale
Software permitted for you in terms of i
. e Technical
Policy use by software usage? | Open-source - - )
Security Index
employees
Approved 100,000 | 150,000
software
How frequently 6 25,000 85,000
Authorized i\?;mv:triin \;Vllét)é(::sef\;?luate e Productivity
Software . y 12 35,000 50,000 e Technical
Polic frequency in presence of S ity Ind
y months unauthorized ecurtty Index
software? 18 45,000 40,000
Focus on i i
warnings
What punitive ]
Authorized o actions will you Focus on fines ; ;
Violation o
Software enalties use for violations Employee Morale
Policy P of authorized Focus on i i

software policy?

suspensions

Focus on
termination
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
Low 40,000 50,000
e | Ol eres g
Development | J-& your quatty Medium 60,000 | 150,000 _
. assurance assurance e Technical
Testing . . .
testing testing? Security Index
High 90,000 300,000
Usability and
Choose the other minor 10,000 50,000
degree of testing
Systems Degree of reliance on e Productivity
Development | reliance on external vendors | Supplementary 20.000 100.000 e Technical
Testing external vendor | for systems testing ’ ’ Security Index
development :
testing. Comprehensive 30,000 | 200,000
testing
Choose the Baseline 30,000 50,000
: . e Performance
Antivirus Quality of quality of the e Productivit
Polic antivirus antivirus solution | Strong 50,000 100,000 Techni Iy
y solution used used across the ¢ ec n.|ca
oraanization Security Index
9 . State-of-the-art 70,000 180,000

APPLICATION MODEL REFERENCE

UMUC | Private and Confidential




DECISION REFER ENCE

Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
Multiple times 24,000 28,800
per day
How frequently . .
L Once daily 22,000 33,846 e Productivity
Antivirus Frequency of does the .
. . e Technical
Policy scans antivirus scan .
run? Once per week 16,500 15,000 Security Index
Once per month 8,800 8,800
Always once
22,000 66,000
released
How frequently
o will you update Only for major e Productivity
22};;’"“3 F:;:’i”;égs your antivirus | and critical 16,500 39,286| o Technical
y P P solution with updates Security Index
patches? _
Only for critical 8,800 18,857
updates
SCADA How much will | \jinimum 100,000 10,000
SCADA vulnerabilit you spend on Technical Securit
Vulnerability Aoy SCADA y
. analysis . Index
Analysis s . vulnerability Maximum 250,000 20,000
pending .
analysis?
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
SCADA Standards How much will Minimum 250,000 15,000 e Performance
Vulnerability review and you spend on e Productivity
Analysis update standards review e Technical
spending and updating? | Maximum 450,000 35,000 Security Index
Choose your Minimum 100,000 15,000 e Performance
SCADA Policy analysis spending on e Productivity
Vulnerability spending SCADA e Technical
Analysis vulnerability _
policy analysis. | Maximum 200,000 50,000 Security Index
SCADA Determine your | Minimum 100,000 25,000 e Performance
Vulnerability Physical SVA spending on e Productivity
Analysis test spending physical SVA e Technical
testing. Maximum 200,000 75,000 Security Index
SCADA _ _ Choose how Minimum 125,000 25,000 _ _
Vil Risk analysis much you spend Technical Security
. spending to bring in risk Index
Analysis Maximum 500,000 50,000

analysis experts.
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
SCADA Network Determine your | Minimum 100,000 10,000 e Productivity
Trainin security spending on e Technical
g spending network security. | Maximum 200,000 30,000 Security Index
Minimum 100,000 10,000 ivi
SCADA SCADA security Choos'e your o Produc.;tlwty
Theshin sEidinG spending on e Technical
SCADA security. | Maximum 200,000 30,000 Security Index
Spendingon | DSTErMIne your | pinimym 100,000 15,000 .
. . spending on e Productivity
SCADA training against . . .
. . training against e Technical
Training social social . s itv Ind
engineering ' ' Maximum 200,000 50,000 ecurity Index
engineering.
Choose the Isolated 5,000 250,000
Degree of degree of e Performance
SCAD.A |n.terconnect|on interconnection Limited 25,000 100,000 e Technical
Security with other . .
with other Security Index
networks twork
NEworks. High 65,000 50,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
Low 10,000 20,000
Set the :
Medium 30,000 24,000
SCADA Firewall sensitivity of the * Performance
. s . . e Technical
Security sensitivity firewalls in the _ _ s itv Ind
SCADA setup. Medium-high 40,000 30,000 ecurity Index
High 60,000 36,000
Re-configure the
: registry of
Re-configure
e SCADA Yes 25,000 2,000
the registry of :
equipment to
some make o Performance
SCADA equipment to . . .
. instructions e Technical
Security make . .
. : temporarily Security Index
instructions .
ternporaril unavailable,
poranly which actsasa | No - -
unavailable

buffer against
intrusion.
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
Quarterly 300,000 | 1,500,000
How frequently | gjannually 200,000 | 1,000,000 | © Performance
SCADA SCADA security | are SCADA e Productivity
Security patch frequency | security patches ¢ Technical
applied? Annually 125,000 700,000 Security Index
Bienially 100,000 600,000
Weak - direct
How will you backdoor 10,000 10,000
. e Performance
implement access <
SCADA SCADA access SCADA e Productivity
Security mechanism e Technical
backdoor U= Security Inde
access? callback 25,000 20,000 S
mechanism
Choose whether
Conti to enable or Enable 80,000 200,000
SCADA . O.n inuous disable Technical Security
. incident .
Security . continuous Index
monitoring o
incident Disable 2,000 -
monitoring.
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
tChOOSSI whether | Enaple 50,000 50,000 | o Performance
SCADA Remote access 9 enable or e Productivity
Securit oint privileges disable remote Technical
y p p g S e Tec nllca
privileges. Disable 1,000 - Security Index
Highly risk 100,000 | 100,000
o adverse Pert.
SCADA Risk H(;)l:\lf Ieor;ils ntolrs1 Moderately risk : P(:odourgi?/ir’lce
Policy management y policy y 75,000 70,000 ) y
. : risk adverse e Technical
Interventions | policy .
management? yRYEE Security Index
Avarabiily 20,000 50,000
inclined
2 15,000 20,000
SCADA Frequency of How frequently | 3 15,000 17,500 e Technical
. will you backup .
Policy system backups SCADA Security Index
Interventions | in months systems? 4 15,000 14,000 e Compliance
6 15,000 10,000

APPLICATION MODEL REFERENCE

UMUC | Private and Confidential




DECISION REFERENCE

Insurance
Policy

Degree of
insurance used
against a
cyberattack

How high will
you prioritize
insurance
against a
cyberattack?

Low 8,800 88,000
Medium 16,500 132,000
High 22,000 33,000

Disaster
Readiness
Compliance
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3.3 Federal Government

Table 5: Federal Government Decision Reference

Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
How much will Mini 12
you spend on inimum 3,750,000 5,000 e Technical
Kerberos Kerberos Security Index
Authentication | servers
spending servers for ° Perfon:nance
authentication? | Maximum 10,000,000 250,000 * Downtime
How much will i 5 .
Key distribution U ST €l e SO 00,000 e Technical
ATt Testion | @ericens key distribution Security Index
spending centers for . Peﬁormance
authentication? | Maximum 625,000 peeey | O 2euiine
0 125,000 250,000
What’s the
RAID level of 1 250,000 375,000 e Performance
Backup RAID levels your server e Compliance
backup? 5 375,000 437,500 ¢ Downtime
6 437,500 500,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Choose the o
amount to Minimum 250,000 1,000,000
Remote backu nd on * Performance
Backup spendin P | spendo e Downtime
p g remgte backup « Compliance
services. Maximum 500,000 2,000,000
_ No encryption 250,000 -
What is the
average scale .
of encryption File 500,000 125,000 e Technical
Data Level of Security Index
Encryption encryption used across y
the Folder 750,000 350,000 * Productivity
organization?
Drive 875,000 625,000
The strength of .
encryption you 32 bits 250,000 250,000
will use; the Technical
. . B [ ]
Data Encryption higher the bit 64 bits 500,000 375.000 echnica
Encryption strength in bits t th. th , , SOELI IS
strengtn, the e Performance
stronger the
encryption. 128 bits 625,000 500,000
DD Delay binding .
0s to protect Disable - - e Technical
Load protection inst DDOS Security Index
Management | through delayed agains y
binding attacks. Enable 750,000 625,000 e Performance
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Use load .
HTTP security | balancing to Disable - - Technical
Load . i
M through load improve Security Index
anagement balanci ;
alancing security. Enable 1,500,000 500,000 Performance
Determine the | g oo o° 250,000 250,000
f f . 0
Patch Frequency of | iy | Critoal and Performanse
Management | PAteh 9 important 500,000 500,000 Teopmioo
9 management updates to updates echnica
All updates 1,000,000 1,000,000
How rigorously | Low 250,000 125,000
ill test
Patch Degree of patch Wltyr? y ESf . Performance
Management testing prior to _pa c ?S e1ore | Medium 500,000 250,000 Technical
9 installation installing Security Index
them?
High 1,000,000 375,000
Will you rely
onIy on official Unofficial 125,000 62,500
patches, or are
Patch Trustworthiness | you willing to Trusted 250,000 125,000 Downtime
Management | of patch use unofficial Performance
or community
Official 375,000 187,500

workarounds?
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
What is the
degree of Low 500,000 250,000
implementation e Technical
Role Based Degree of role- , .
AcCess based access of access Medium 750,000 500,000 Security Index
Control control control by e Employee
employee Morale
role? High 1,100,000 750,000
Choose
virtualization or | virtyalization 250,000 125,000
Virtualization | Choose cloud ting f Technical Securit
OR Cloud virtualization or | COMPUtiNg for Index y
Computing cloud computing | YOUr systems
to improve Cloud computing 1,250,000 250,000
security.
To what Limited 50,000 250,000
If degree will you . .
. L Degree of , - Technical Security
Virtualization virtualization |r.np|erlnen-t Significant 175,000 500,000 Index
Chosen virtualization?
Full 500,000 1,000,000
How much will o
Virtualization ;ESSiré;;ilng thhe u_nd;arlying LeCIcgthical Security
Chosen physica ,
network network? Maximum 1,250,000 )
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
How isolated is | Minor 250,000 500,000
th twork
If Degree of uneeret\r,]vgr e Performance
Virtualization | isolation of ) e Medium 750,000 750,000 e Technical
Chosen network virtualization Security Index
schema?
Complete 1,500,000 1,250,000
Choose the Limited 250,000 125,000
If Traffic extent of traffic o Performance
Virtualization | monitoring on monitoring on | Significant 500,000 500,000 e Technical
Chosen network the network. Security Index
Full 750,000 750,000
Choose the
cloud hosting .
model for your Private 438,000 250,286
systems. Will
you pay more
for a more
If Cloud . . . e Technical
S ggcl;; hosting secure private | Hybrid 340,000 170,000 ety [T
Chosen infrastructure e Performance
or share
deployment
with other )
companies for Public 200,000 150,000
less cost?
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
At what level of
engagement | Software as a 250,000 500,000
will you service
operate off the
If Cloud : cloud? Will you | Platform as a e Technical
Computing Services offered stick with service 500,000 750,000 Security Index
by the cloud
Chosen software, or e Performance
will you go all
the way to L”g:rs\fi?:t“re @ | 1,000,000 1,500,000
infrastructure?
Low 125,000 125,000
How strict is .
the firewall Medium 250,000 187,500 * Productivity
Firewall Filtering p dt e Technical
strictness configured to Security Index
be? Med|um'h|gh 31 2,500 250,000 ° Performance
High 437,500 312,500
Enable DNS
server Yes 250,000 375,000
DNS DNS server redundancy to Downtime
Redundancy | redundancy reduce
downtime. No 125,000 -
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Use a split
Yes 125,000 375,000
DNS Split DNS DNS dt°p°'°9y Downtime
Redundancy | topology tore gce
downtime. No 250,000 =
15 1,000,000 125,000
How frequently
Frequency of does the 30 750,000 125,000 s
Database forcing database ask : ?;%?::ﬁég;ty
Security password for a change of .
: S ty Ind
changes in days | password? 60 500,000 125,000 ecurity Index
90 250,000 125,000
Ch t
0se 10 None 250,000 i
Degree of separate
Database separation of admin and e Productivity
Securit roles for admin operator roles | Limited 500,000 6,250,000 e Technical
y and operator for database Security Index
roles
systems. Complete 750,000 8,750,000
Are database
control Restricted 250,000 2,250,000 Productivit
Database Control privileges * Tro hU(.: 'VI' y
Security privileges restricted or * Szgu?iltcalndex
distributed? Distributed 125,000 4,500,000 y
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Will you enable
or disable Disable i i .
OS services database- e Productivity
[S)atab_ase and associated reIatfed (OKS) o Peﬁormance
ecurity e services and e Technical
ports?
Will you
employ Disable - -
datab
5 atabase «  Productivity
atabase Database honeypots to e Technical
Security honeypots trap and Security Index
redirect Enable - -
attacks?
Wil Network-based
! ?’0“ intrusion 250,000 2,500,000
S detection (NIDS)
Type of :
IDPS intrusion In[()etsworI; TEEER Host-based Technical Security
e , a host- mtruspn 750,000 2,000,000 Index
system to install | based IDS, or | detection (HIDS)
both?
Both 900,000 4,000,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Will you use a .
production Production 500,000 | 2,250,000
honeypot or go | NPNeypot
Class of : ,
IDPS honeypot to for a research Technical Security
deploy honeypot with Index
better Research 250,000 | 1,750,000
. honeypot ’
analytics?
Pure honeypot 250,000 2,250,000
St th of How strong is
IDPS hornegfpotq(o the honeypot Low interaction 500 000 1.500.000 Technical Security
deploy you dep|oy') honeypot ’ ’ ’ Index
High interaction 750 000 2 250 000
honeypot ’ T
Less than
250,000 15,000,000
:I/v\/”trato ztrke:égth average e Productivity
Hiring and ou?/IT tean?s e Employee
Employee IT team size y . lati Average 750,000 22,500,000 Morale
Policy at, in relation e Technical
to the industry s ity Ind
average? More than 1,250,000 | 35,000,000 eeHly Tndex
average ’ ’ ’ ’
Will you
choose to All 200,000 96,000 N
Hiri d Full-time bolster your IT J Erodluctmty
Emg%;ge employees as a | team with 0.9 340,000 81,600 * Mrgglc;yee
; percentage of temporary or .
Policy Pelelny e Technical
the workforce 4 .
part-time Security Index
hires? 0.8 438,000 116,800
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
3 200,000 294,118
What'’s the
average 5 340,000 432,727
Hiring and Ia—|\|/re|rr]ag t()ay e;(pigelgssn Internal Securit
Employee ge you ng |7 438,000 525,600 ind y
Policy experience In for when you ndex
years hire for IT
teams? 8 600,000 685,714
9 625,000 732,759
How much will
. you spend on | Minimum 10,000 625,000
Hiring and STDEEIE el background .
Employee background checks on Internal Security
Policy check of DSS or - . Index
other vendors or other .
vendors? Maximum 20,000 1,250,000
Will you make | Disable - . e Productivity
E:ﬂ;ﬁ)?gg Forced rotation (raor?iligﬁee * I\E/Irgglc;yee
Policy of employees mandatory? e Internal Security
Enable 625,000 1,125,000 Index
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Will you make | Disable - - e Productivity
E::n%ags Forced vacation empltt?yee * '\E/Irgglc;yee
ploy for employees | Vacalions .
Policy mandatory? e Internal Security
Enable 1,875,000 2,125,000 Index
What is the . .
extent of Minimum 25,000 1,250,000 e Internal Security
Training by fundina Index
Training funding ur;) g or_t e Productivity
cybersecurity « Employee
training? Maximum 50,000 2,500,000 Morale
How much will | 25% of fees 125,000 500,000
Average you reimburse _
compensation employees for | 509, of fees 250,000 1,000,000 o 'Sl'zgmgallndex
Training bonus as a technical e Productivit
Incentives fraction of certification for uctivity
technical ey 75% of fees 375,000 1,500,000 e Employee
certification fees . Morale
training?
100% of fees 500,000 2,000,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
Will vou link Yes 250,000 250,000 e Technical
- Link training vy Security Index
Training outcomes to training e Productivit
Incentives romotion outcomes to Emol y
P promotion? * Employee
No - - Morale
Will vou link Yes 375,000 175,000 e Technical
Traini Link training vy Security Index
faining outcomes to training e Productivit
Incentives luati outcomes to y
evaluation evaluation? e Employee
No - - Morale
Focus on Minimum - - .
Training and | training area: Choose * 'Sl'echnlltcall q
Auditing network whether to Cecurl'y naex
vulnerabilities | focus your Maximum - - * Compliance
security
auditing efforts i
Training and | Focus on : r: Itvg\]/ o Minimum § - e Technical
Auditing training area: ° | © t?'l't' Security Index
controls vuinerabilities, - e Compliance
controls, Maximum ; )
encryption,
Training and | Focus on and _ Minimum - - e Technical
Auditing training area: penetration. Security Index
encryption Maximum . ; e Compliance
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Training and ~GEUE 91 _ Minimum - - e Technical
s training area: ;
Auditing ; Security Index
penetration .
testing Maximum - - e Compliance
How often wil | EVery three 250,000 500,000
Training and Frequency of youTun
Auditing physical audits | physical audits | Every six 187,500 250,000 Technical Security
of the of system months Index
equipment equipment?
Once a year 125,000 125,000
How much Low 125,000 125,000
dund
Business Degree of IT rgllun a;clylld .
Continuity data storage will you build In Medium 250,000 250,000 Disaster Readiness
Planning redundancy for IT dr—;ta
storage”
High 375,000 500,000
How much Low 187,500 500,000
dund
Business Degree of IT \rA(Iai”un aSCillld in
Continuity network you bu Medium 312,500 750,000 Disaster Readiness
Planning redundancy for IT
networks?
High 500,000 1,250,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
How much 1 125,000 625,000
dund
Business Levels of power \l;:”un a;ci)lld in
Continuity backup youbu 2 250,000 1,125,000 Disaster Readiness
Planning redundancy for power
backup?
3 375,000 1,687,500
1 125,000 1,875,000
How many
Business Number of backup sites
Continuity backup sites will you 2 250,000 3,750,000 Disaster Readiness
Planning maintain?
3 375,000 5,000,000
N How many 1 125,000 250,000
umber o
back
Business redundant ar(;r:pni tion
Continuity backup (,:0 u cation | 5 250,000 437,500 Disaster Readiness
Planning communication | links will you
links maintain?
3 375,000 625,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
3 - 2,500,000
How often will
Business Policy review ﬁiou rttav:ew 6 - 1,875,000
Continuity frequency in saste Disaster Readiness
Planning months recovery -
policy? 9 1,250,000
12 - 625,000
To what extent | 1y
gh - full
does the disclosure 2l 40,000
organization :
Degree of shgare Medl_u.m - non- N
Information information _ sensitive 340,000 85,000 _
Sharing sharing on cybersecurity disclosure . Dlsas.ter
attacks attack Readiness
information Low - no ) i
publicly? disclosure
To what extent | y;
gh - full
does the disclosure 340,000 72,857
. Degree of non- orgamzatpn Medium - non- . Profitabiity
Information | crisis share routine | sensitive 200,000 40,000 | . Disaster
Sharing information cybersecurity disclosure =
sharing information Low - o
publicly? disclosure } }
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
How much will
Minimum 1,250,000 625,000
Public Spending on ym:;pend on Reputation
Relations public relations | PY '_C P
relations? Maximum 2,500,000 2,500,000
How much will o
Emeraenc Spending on you spend on Minimum 125,000 25,000
Bypags Po)llicy emergency emergency Disaster Readiness
bypass policy | pypass policy? | Maximum 250,000 50,000
What is the
response to Not allowed 625,000 312,500
Eg;ﬁg;sse;? violations of : : e Technical
Emergency typical typical ::i)rﬁ?g’l;tendsthh 375,000 500,000 Security Index
Bypass Policy separation of Separation of o Disas.ter
duties protocol | Duties SEslinEes
Focus on ) )
What punitive | warnings

Emergency
Bypass Policy

Violation
penalties

actions will you
use for
violations of
emergency
bypass policy?

Focus on fines

Focus on
suspensions

Focus on
termination

Employee Morale
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
2 400,000 272,727
How many
- eople will you | 3 680,000 456,716
No. of people in | P p 4 e Productivity
: groups to put in groups )
Sl o overlook and to overlook ° geilile
Sharing . 4 876,000 597,273 Security Index
Policy enforce internal | gnd enforce e Emplovee
information information Py
. Morale
sharing sharing? 5 1,200,000 782,609
6 1,250,000 758,929
How restrictive | Strictly need-to- 375,000 1,250,000 g
Internal is the system know e Productivity
Information information for internal e Technical
Sharing sharing by role- 0 _ erna Limited access 250,000 875,000 Security Index
Policy based access | Sharing of e Employee
control information? Morale
Open system 25,000 -
[ Stictyinescite: 375000 | 1,250,000
How restrictive e Productivity
Information Degree of is the system e Technical
Sharing SHEE] forexternal | | iited access 250,000 875,000 Security Index
Policy information sharing of e Customer
sharing information? Satisfaction
e Compliance
Open system 25,000 -
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
How frequently
will you share 7 days 600,000 50,000
information for
Frequency of the InfraGard | 14 days 438,000 87,600 e Contribution to
Information disclosure for service of National
Sharing InfraGard information Security Index
Policy communication | sharing 21 days 340,000 204,000 e Profitability
in days between
private and
28d 200,000 200,000
public entities? ays
- Warnings - -
What punitive
actions willyou |
Information _— use for Fines - -
. Violation L
She_mng penalties violations of Employee Morale
Policy information Suspensions - -

sharing policy?

Termination
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Howopenis | Allincidents 600,000 1,250,000
your _
organization | Critical and * Reputation
Breach Eegr:ﬁz So; y about significant 438,000 875,000 . guf't?m?'r
Notification P breaches that incidents aus .aC I.On
Policy breach Onlv critical e Contribution to
notification have incié’ents 340,000 500,000 National
happened to Security Index
its systems?
Y None of the 200,000 0
incidents
Which FUNEIE 200,000 085,714
e investigators ’ ’ .
nvestigat investigative . Eeptlltatlon
nvestgative agencies will Forensic ° mployee
Breach agencies to call g a ! . ov:ch investigators 340,000 510,000 Morale
Notification in for major you p_p e Contribution to
Policy security for major CERT ) i National
breaches security Security Index
breaches? e Downtime
FBI/NSA - -
. Focus on
What punitive warnings - -
actions will you
Breach Viojation U_Sel ft(')r I Focus on fines - -
Notification i violations o Employee Morale
Policy penaflies breach Focus on ) )
notification suspensions
policy? Focus on
termination ) )
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
How much will
you spend on | Minimum 250,000 125,000 Emplovee
Information FITVEE PREEE | ol Mor%ley
: . investment organization’s
Privacy Poley | spending privacy Maxi 1,2 2 g;‘f,;‘f’;‘;‘:;n
program? aximum ,250,000 50,000
Will you
. Yes 200,000 240,000
Information Appoint a appoint a I\E/IrcT:rF.jalIoeyee
Privacy Polic dedicated dedicated Customer
y y privacy officer i fficer? : .
privacy ofticer? | 4 - - Satisfaction
How much will
you spend on Minimum 250,000 125,000 Empl
Information Privacy training | training Mrgrgloeyee
Privacy Policy sper:ding e employess on Customer
employees i : .
ploy privacy Maximum 1,000,000 250,000 Satisfaction
policies?
Critical 625,000 500,000
information
What sort of
Information Degree of information will | Operational Performance
. . information and _ . . 375,000 1,875,000 Employee
Privacy Policy record retention | You retain? information Morale
All information 937,500 2,750,000

APPLICATION MODEL REFERENCE

UMUC | Private and Confidential




DECISION REFER ENCE

Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)

Focus on
What punitive | Warnings
actions will you

- . Violat use for Focus on fines - -
nformation iolation
. . ) iolations of Employee Morale
Privacy Policy | penalties vio
4 4 information Focus on - -

. . suspensions
privacy policy? P

Focus on
termination

How free are
Degree of Restricted 312,500 1,250,000

_ your
freedom given

General to emplovees employees to e Employee
Access ploy communicate | Time-limited 312,500 1,250,000 Morale
Policies regarding Productivit
communications | over the * Froductivity
over the Internet | Internet? Free i )
How free are .
your Restricted 125,000 1,250,000
General E:se;crii(reno;ver employees to e Employee
Access . browse non- Time-limited 250,000 1,250,000 Morale
Policies browsing non- : Productivit
business sites | business * rroductivity
sites? Free - -
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Choose the None ) 3
degree to
Degree of which Internet _
General logging of access and Limited actions 250,000 500,000 Internal Security
AcCess Intirnﬁ: access other system :Ende>|(
e and other ” mployee
; Critical system ploy
Policies system actions | actions and aCCess 0¥1Iy 625,000 1,875,000 Morale
and accesses access are
logged. All actions 1,250,000 3,125,000
% - -
Choose the Employee
General Number of number of Morale
Access permitted login | permitted login | 5 - . Productivity
Policies attempts attempts. Technical
7 Security Index
15 500,000 750,000 Ern
. mployee
General Password How\l/\(l)nr% wil t Morale
Access Vel in davs pass _°7 SSet 130 500,000 375,000 Productivity
Policies y y be valid* Technical
S ity Ind
45 500,000 250,000 ecurity Tndex
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
4 500,000 250,000
How many e Employee
General Password characters Morale
Access length long should the | 6 750,000 250,000 e Productivity
Policies requirements password be? e Technical
Security Index
8 1,125,000 250,000 d
How many 1 - -
. e Employee
prior
General Non-use of prior | passwords are Morale
Access 3 - - e Productivity
Policies passwords set to be e Technical
6 - -
Focus on ) _
What punitive | warnings
actions will you .
General o use for Focus on fines - -
Violation _—
Access enalties violations of Employee Morale
Policies P Focus on

general access
policy?

suspensions

Focus on
termination
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
_ Control the Free access 250,000 -
Physically degree of
Physical isolate rooms | el Technical Security
Securit containing Limited access 625,000 500,000 Index
y important access to
infrastructure servers. i
Restricted 750,000 375,000
access
Control the
degree of Free access 125,000 -
Restricting physical e Productivity
: physical access | access to Limited access 312,500 50,000 e Disaster
Physical h h rol .
Security through role servers Readiness
based access through role- ¢ Technical
control based access | Restricted 375.000 375.000 Security Index
control. GRS
Free access 250,000 -
Control the Limited access 500,000 250,000
degree and
Physical Degree of gl't of Accompanied * Productivity
Segurit access given to quality free acgess 750,000 3,750,000 e Technical
y visitors a'cc':tess for Security Index
visitors. :
Accompanied
limited access 1,000,000 6,250,000
Restricted
ACCESS 1,250,000 7,500,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
. Focus on
What punitive warnings - -
actions will you
. - use ff” Focus on fines - -
PhyS|c.;aI V|oIat|9n V|ola’F|ons of Employee Morale
Security penalties physical Focus on
security suspensions ) i
licy?
policy Focus on ) i
termination
Executive
management 250,000 62,500
For which only
Degree of employee Upper .
Remote . management 375,000 187,500 e Technical
Access Policy L?/néor:ﬁ)l?);?eiss grade;s IS 9 Security Index
remote access ; .
Middle e Productivit
grade available? management 500,000 625,000 y
All professional 875.000 2,500,000
staff members
Low - read only 250,000 125,000
What are the By
; edium -
Remote Access :n?:"tnum read/write 000 e e Technical
Access Policy | privileges e. _T € access St Security Index
ermitted il Igh - Productivit
2 allowed? read/write/delete Sl SO * y
Very high -
administrator 875,000 250,000

level
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
Focus on i )
What punitive | Warnings
actions will you _
Remote o use for Focus on fines - -
. Violation T
Access Policy penalties violations of Employee Morale
remote access | [ OCuS on - i
. suspensions
policy?
Focus on i ]
termination
Freeware = -
T ¢ How lenient
ype o :
Authorized software ?erremy:zfm Games 500,000 750,000 . I\E/Irggl(;yee
Software permitted for .
Policy use by software Oben-source e Technical
-sou - - .
employees usage? P Security Index
Approved 2,500,000 | 3,750,000
software
How frequently
will you 6 625,000 2,125,000
. Software evaluate N
qunorzed 1 evaluation systems for | 12 875000 | 1,250,000 | . ?;‘)Cil;ioégl'ty
: frequency in resence of _
Policy P Security Index
months unauthorized y
software? 18 1,125,000 1,000,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
. Focus on ) )
What punitive warnings
actions will you
Authorized S U.S e fgr Focus on fines . }
Software Vlolaﬂpn wolatpns of Employee Morale
POIicy penalties authorized Focus on i _
software suspensions
licy?
policy Focus on ) i
termination
. .| Low 1,000,000 1,250,000
Intensity of How intense is e Employee
Systems nualit y your quality Mor%ley
Development | J4&1Y assurance Medium 1,500,000 | 3,750,000 .
Testing assurance testing? e Technical
testing esting Security Index
High 2,250,000 7,500,000
Choose the Usability and
degree of other minor 250,000 1,250,000
reliance on testing
Systems Degree of external Supplementary 500.000 2 500.000 e Productivity
Development | reliance on vendors for testing ’ A e Technical
Testing external vendor | gystems Security Index
dev_elopment Corpprehenswe 750,000 5,000,000
testing. testing
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Ch th
005¢ M° | Baseline 750,000 | 1,250,000
quality of the o Performance
Antivirus Quality of antivirus e Productivit
! antivirus solution used | Strong 1,250,000 2,500,000 oductivity
Policy . e Technical
solution used across the Security Index
organization. | gtate-of-the-art 1,750,000 | 4,500,000
Multiple times 600,000 720,000
per day
How frequently _
- does the Once daily 438,000 673,846 ¢ Productivity
Antivirus Frequency of . .
Policy scans antivirus scan o Techrycal
run? Once per week 340,000 309,091 Security Index
Once per month 200,000 200,000
Al
How frequently | roarag 438,000 1,314,000
ill dat
o Wit you up ate Only for major e Productivity
Antivirus Frequency of | your antivirus | .y’ itica 340,000 809,524 e Technical
Policy patch updates | solution with updates , , Security Index
patches? o
Only for critical 200,000 428,571
updates
Choose the | Minimum 1,250,000 125,000 | contribution to
85:;\;:0'3 CERT funding ngeg_?_mg on National Security
' Maximum 3,000,000 250,000 |  Index
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
4 625,000 1,875,000
How frequent |5 500,000 1,500,000
Frequency of is the issuance o
Contribution to
CERT automated of automated | ¢ 375000 | 1,125,000 |  National Security
Controls advisories in advisories from Index
days CERT?
8 250,000 875,000
10 125,000 625,000
2 125,000 2,500,000
Choose the 4 250,000 3,000,000
Experience of average S
; Contribution to
CERT CERT | experienceof | g 375000 |  3,375000|  National Security
Controls responders in the CERT Index
yiEElE responder.
8 500,000 3,750,000
10 625,000 4,375,000
h th i
CERT Training C o:ds.i en Minimum 1,250,000 1,000,000 Contribution to
Controls allocation i)FI)EGRTItrZ'?Tn National Security
: ining.
funding 9| Maximum 3,000,000 | 3,000,000  Index
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Choose the
ili spending on Minimum 500,000 250,000 o
CERT el B e Contribution to
) y National Security
Controls maintenance database Index
funding maintenance. | Maximum 1,500,000 500,000
Choose the
. Mini 1,250,000 3,000,000 oL
Other Funding for FBI | funding for FBI inimum Contribution to
maintenance. | \aximum 2,500,000 | 5,000,000
T Choose the
unding for funding for FBI | Minimum 1,250,000 500,000
Other training FBI auner:??ra(i)liin nimd Contribution to
agents on 9 9 National Security
Responders . on
cybersecurity , Index
issues Cybersecurity_ Maximum 3,000,000 1,250,000
Specify the
Cybersecurity | funding for Minimum 2,000,000 2,000,000
school cybersecurity Contribution to
Other education hool National Securit
Responders SCNoo y
programs education _ Index
spending programs. Maximum 3,500,000 4,000,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Specify the
funding for Minimum 1,000,000 1,000,000
LS SR Secret Service Contribution to
Other Service investment Neitere] Eee
Responders investment for against Index y
rEEEl BITES | iy efe Maximum 2,000,000 2,500,000
crimes.
_ Choose the | Minimum 1,250,000 | 1,000,000 |  Gontribution to
ISACs Funding for the | funding for the National Security
ISAC ISAC. _ Index
Maximum 2,000,000 3,000,000
Choose the
- funding for Minimum 1,200,000 1,500,000
I;a:tl;;ilggti?)?\d training and Contribution to
ISACs certification National Security
]E) 102 2l programs for Index
unding -
the ISACs. Maximum 3,250,000 3,000,000
Specify the o
Research Cybersecurity funding for Minimum 2,000,000 1,000,000 Contribution to
. research cybersecurity National Security
Funding funding research. Maximum 25,000,000 Index
AR 17,500,000
Specify the o
Research Specific funding for Minimum 2,000,000 333,333 Contribution to
Funding technology labs | specific National Security
funding technology. | Maximum 25,000,000 | 5,000,000 | Index
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Specify the
funding for Minimum 2,000,000 400,000
Research Universit b it Contribution to
) yo cy ersecurl y National Security
Funding program funding | programs in _ 9 500.000 Index
universities. Maximum 25,000,000 500,
Specify the
Flnding|centers i‘g“:g‘i f;r Minimum 2,000,000 | 1,000,000
Research of excellence in excellence in Contribution to
Eundin information ) ) National Security
9 assurance information Index
research assurance Maximum 5,000,000 3,000,000
research.
Choose the
NSA ) funding for Minimum 25,000 250,000
» secur ity creating NSA Contribution to
Advisories configuration securit National Security
guide creation ity Ind
guides. Maximum 1,000,000 750,000
Choose the Minimum 500,000 300,000 -
: . 7 c Contribution to
Advisories NIST o fundmg for the National Security
funding NIST library. _ Index
Maximum 1,000,000 500,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
What is the
degree of Low 125,000 15,000,000
Degree of support offered -
. , Contribution to
Supply Tools support offered | to prlvatg Medium 250,000 | 35,000,000 National Security
to private companies for Index
companies cybersecurity
issues? High 375,000 75,000,000
How strong are 3
HWSIENY S | LENHETE 125,000 | 1,875,000
Nat ¢ the security tools
ature o . I
cybersecurity . Contribution to
support offered Sophisticated : .
Supply Tools to private togls offered to security tools 250,000 3,750,000 Il:l]e(ljté())(nal Security
companies private
companies? | Internally 375,000 | 3,750,000
developed tools ' ’ '
Choose the Low 125,000 15,000,000 Contributi
Degree of degree of * Ng’:;grlm alljtlon to
External =~ collaboration | collaboration |\ 4ii/ 250,000 | 35,000,000 Security Index
Collaboration | with allies and with allies and e International
Interpol Interpol. Policy Burden
High 375,000 80,000,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Unclassified 125,000 -
Choose the Classified 250,000 15,000,000 o
Strictness of strictness of o (ConiisUiem 2
~eiEl G cybersecurit cybersecurit NELIEIEL
Information inyformation y oo CUMY | Secret 375,000 | 30,000,000 Security Index
Classification | - e information e International
classiiication classification. Policy Burden
Top secret 500,000 -
Top secret/SCI 625,000 -
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3.4 Hytema

Table 6: Hytema Decision Reference

Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost (%)
How much will .
Kerberos you spend on Minimum 150,000 5,000 e Technical
Authentication | servers Kerberos Security Index
spending servers for o Performance
authentication? | Maximum 400,000 10,000 * Downtime
How much will .
e you spendon | Minimum 10,000 4,000 e Technical
Authentication c:rYte:z "N key distribution Security Index
spending centers for Peﬁormance
authentication? | Maximum 25,000 8,000 e Downtime
0 5,000 10,000
What's the
RAID level of 1 10,000 15,000 e Performance
Backup RAID levels your server e Compliance
backup? 5 15,000 17,500 e Downtime
6 17,500 20,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
Choose the o
amount to Minimum 10,000 40,000
Remote backu nd on e Performance
Backup spendin P |spendo Downtime
p g remgte backup « Compliance
services. Maximum 20,000 80,000
No encryption 10,000 -
What is the
| .
Data Level of 2:‘/ Z;acéze St;ane e 20,000 5,000 e Technical
. . yp Security Index
Encryption encryption used across the . Productivity
organization? | older 30,000 14,000
Drive 35,000 25,000
The strength of _
encryption you 32 bits 10,000 10,000
will use; the Technical
. . c [ ]
Data Encryption higher the bit 64 bits 20.000 15.000 echnica
Encryption strength in bits trength, th ’ ’ Security Index
ST, L e Performance
stronger the
encryption. 128 bits 25,000 20,000
DD Delay binding .
0s to protect Disable - - e Technical
Load protection inst DDOS o ey
Management | through delayed | @92INS y
binding attacks. Enable 30,000 25,000 e Performance

APPLICATION MODEL REFERENCE

UMUC | Private and Confidential

108




DECISION REFER ENCE

Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Use load .
HTTP security | balancing to Disable - - e Technical
Load : -
through load improve Security Index
Management balanci . Porf
alancing security. Enable 60,000 20,000 0 e
Determine the gr:'lty'ca' updates 10,000 | 10,000
frequency of ivi
Patch Frequency of roll(iqr:J ou¥ Critical and : Izcreor?our?:;/:)c/:e
Management | Pateh 9 important 20,000 20,000 Teopmio
9 management updates to updates * lechnica
All updates 40,000 40,000
: Low 10,000 5,000
How rigorously
Patch Degree of patch | will you test Performance
testing prior to | patches before | Medium 20,000 10,000 e Technical
Management | . . :
installation installing them? Security Index
High 40,000 15,000
Will you rely
onIy on official Unofficial 5,000 2,500
patches, or are
Patch Trustworthiness | you willing to Trusted 10,000 5,000 e Downtime
Management | of patch use unofficial or Performance
community
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
What is the
! Low 20,000 10,000
degree of Technical
Role Based Degree of role- | implementation * Szgurr]iltcalndex
Access based access of access Medium 30,000 20,000 y
Control control  Employee
control by Morale
employee role? | igh 44,000 30,000
Choose
virtualization of | i+ alization 10,000 5,000
. o Choose cloud
Virtualization . . . . .
OR Cloud v:rtuallzatlon or | computing for ;I'echnlcal Security
Computing gé’#}‘é Lting your systems to ndex
Improve Cloud computing 50,000 10,000
security.
To what degree Limited 2,000 10,000
If Virtualization | Degree of will you Technical Security
Chosen virtualization implement SignireEnt e AL Index
virtualization?
Full 20,000 40,000
How much will
Spending on you spend on Minimum 10,000 -
If Virtualization | underlying the underlying Technical Security
Chosen physical physical Index
network network? Maximum 50,000 -
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
How isolated is | Minor 10,000 20,000
the network
If Virtualization DEQIEE @ under t\r’1ve O [POMEMIETEE
Chosen isolation of ) o Medium 30,000 30,000 e Technical
network virtualization Security Index
schema?
Complete 60,000 50,000
Choose the
extent of traffic
monitoring on Limited 10,000 5,000
the network.
If Virtualization Traffic o Performance
monitoring on Significant 20,000 20,000 e Technical
Chosen '
network Security Index
Full 30,000 30,000
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Category

Decision

Explanation

Options

Capital
Cost (%)

Operating
Cost (%)

Indicators Affected

If Cloud
Computing
Chosen

Cloud hosting
model

Choose the
cloud hosting
model for your
systems. Will
you pay more
for a more
secure private
infrastructure or
share
deployment
with other
companies for
less cost?

Private

22,000

12,571

Hybrid

16,500

8,250

Public

8,800

6,600

e Technical
Security Index
e Performance

If Cloud
Computing
Chosen

Services offered
by the cloud

At what level of
engagement
will you operate
off the cloud?
Will you stick
with software,
or will you go
all the way to
infrastructure?

Software as a
service

10,000

20,000

Platform as a
service

20,000

30,000

Infrastructure as
a service

40,000

60,000

e Technical
Security Index
e Performance
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Low 5,000 5,000
How strict is the -
firewall Medium 10,000 7,500 e Productivity
Firewall Filtering i dt e Technical
strictness configured to Security Index
be? Med|um'h|gh 12,500 10,000 ° Performance
High 17,500 12,500
Enable DNS
server Yes 10,000 15,000
DNS DNS server redundancy to Downtime
Redundancy redundancy reduce
downtime. No 5,000 -
Use a split DNS
Yes 5,000 15,000
DNS Split DNS t°2°'°9y to Downtime
Redundancy topology re UC?
downtime. No 10,000 =
15 40,000 5,000
How frequently
Frequency of does the 30 30,000 5.000 e Productivity
Database forcing database ask e Technical
Security password for a change of :
: S ty Ind
changes in days | nassword? 60 20,000 5,000 ecurity Index
90 10,000 5,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Choose to
. None 10,000 -
Degree of separate admin
Database separation of and operator e Productivity
. roles for admin | roles for Limited 20,000 250,000 e Technical
Security .
and operator database Security Index
roles
systems. Complete 30,000 350,000
Are database
control Restricted 10,000 90,000
. e Productivity
Database Control privileges e Technical
Security privileges restricted or o Szgu?ilt;aln dex
distributed? Distributed 5,000 180,000
Will you enable
or disable :
Disable - - o
OS services teiioRes- Productivity
Datab_ase and associated relatgd 0S Peﬁormance
Security ports services and e Technical
ports?
Will you employ
database Disable - -
Database Database Ezgegﬁgts to : .I;;%(:]l;?égl'ty
Security honeypots edirect Security Index
attacks? Enable ) )
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Network-based
Will you employ | intrusion 10,000 100,000
i ; Host-based ; :
intrusion based IDS, X ) Technical Securit
IDPS : ase & | intrusion 30,000 80,000 Y
detection host-based _ Index
system to install | |ps or poth? detection (HIDS)
Both 36,000 160,000
Will you use a
production Production 20,000 90,000
honeypot or go | honeypot
Class of for a research Technical Securit
IDPS honeypot to ) Ind y
deploy honeypot with naex
better Research 10,000| 70,000
analytics? honeypot ’ ’
Pure honeypot 10,000 90,000
How strong is
Strength of . . : :
IDPS honeypot to the honeypot how interaction 20,000 60,000 IT(ijchnlcal Security
deploy you deploy? oneypot ndex
High interaction 30.000 90.000
honeypot ’ ’
Less than
10,000 600,000 -
What strength | average e Productivity
. will you keep
Hiring and our IT teams Employee
Employee IT team size you ; Average 30,000 | 900,000 Morale
; at, in relation to .
Policy , e Technical
the industry 3 itv Ind
average? More than 50,000 | 1,400,000 ecurtty index
average ’ ’ ’

APPLICATION MODEL REFERENCE

UMUC | Private and Confidential

115




DECISION REFER ENCE

Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Will you choose | All 8,800 4,224 .
S Full-time to bolster your . E;‘q’;‘:}‘;ggty
. [ )
Employee omployees asa | IT team with | o g 16,500 3,960 Morale
Poli percentage o temporary or .
olicy _ _ o Technical
the workforce -t hires? .
part-ime nires Security Index
0.8 22,000 5,867
3 8,800 12,941
What's the
average 5 16,500 21,000
Hiring and :\',ZTS Zy e())(pi:?ggi'n Internal Securit
Employee ge you ng 1z 22,000 26,400 nd y
Policy experience in for when you ndex
years hire for IT
teams? 8 24,000 27,429
9 25,000 29,310
Will you make | Disable - - e Productivity
Hiring and Forced rotation empl.oyee e Employee
Employee of employees rotation Morale
Policy mandatory? e Internal Security
Enable 25,000 45,000 Index
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Will you make Disable - - e Productivity
Emn%ags Forced vacation emplqyee I\Eﬂrgglczyee
ploy for employees | vacations .
Policy mandatory? ¢ Internal Security
Enable 75,000 85,000 Index
To what degree
does your None ) )
Advisory organization
Subscription Degree of rely on security Technical Security
and Federal advisory referral | gdvisories from Index
Hel
P theltederal Limited 30,000 | 150,000
government?
To what degree
will you rely on | None - -
égglssgrrigtion ]Zzllea;glce " federal For critical * [Technical
government ) 300,000 170,000 Security Index
and Federal government support? issues only Reputati
Help support | e Reputation
Ongoing 400,000 250,000
What is the o _
S 6 Minimum 1,000 50,000 e Internal Security
Training b funding for Index
Training fundin Sy tncing for e Productivity
g cyt?grsecurlty « Employee
training? Maximum 2,000 100,000 Morale
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
How much will 25% of fees 5,000 20,000
ou reimburse
Average . Y e Technical
compensation | employees for | 509 of fees 10,000 40,000 :
- . ’ ’ Security Index
Training bonus as a technical -
; ; . e Productivity
Incentives fraction of certification for
technical security 75% of fees 15,000 60,000 . Eﬂmplfyee
R orale
certification fees training?
100% of fees 20,000 80,000
Will vou link Yes 10,000 10,000 e Technical
- Link training LY Security Index
Training training -
. outcomes to Productivity
Incentives romotion outcomes to Emol
P promotion? mployee
No = = Morale
Will vou link Yes 15,000 7,000 e Technical
Traini Link training LY Security Index
raining training o
; outcomes to Productivity
Incentives evaluation outcomes to Emol
evaluation? * Employee
No - - Morale

APPLICATION MODEL REFERENCE

UMUC | Private and Confidential

118




DECISION REFER ENCE

Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)

Focus on Minimum - - o Technical
Training and training area: Security Index
Auditing network e Compliance

vulnerabilities Maximum - -

Choose

Training and Focus on whether to Minimum ) ) e Technical

ning training area: focus your Security Index

Auditing ; .
controls security . e Compliance
o Maximum - -
auditing efforts
on network
vulnerabilities, | Minimum - -

- Focus on controls e Technical
Trainingand | 4 ining area: ’ Security Index
Auditing g area. encryption, and b/

encryption . . o Compliance
penetration. Maximum - =
Focus on Minimum - - .

- o ) e Technical
Training and training area: .

" . Security Index
Auditing penetration e Compliance

testing Maximum - - P
How often will | EVery three 10,000 20,000
months
Frequency of you run
Training and physical audits | physical audits | Every six 7 500 10.000 Technical Security
Auditing of the of system months ’ ’ Index
equipment equipment?
Once a year 5,000 5,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
How much Low 5,000 5,000
dund ill
Business Degree of IT reouut:ui? dn?r:/ fv(\)”r
Continuity data storage y Medium 10,000 10,000 Disaster Readiness
Planning redundancy IT data
storage?
High 15,000 20,000
Low 7,500 20,000
How much
Business Degree of IT redundancy will
Continuity network you build in for | Medium 12,500 30,000 Disaster Readiness
Planning redundancy IT networks?
High 20,000 50,000
How much 1 5,000 25,000
Business Levels of power | redundancy will
Continuity backup you build in for | 2 10,000 45,000 Disaster Readiness
Planning redundancy power backup?
3 15,000 67,500
1 5,000 75,000
How many
Business Number of backup sites
Continuity X will you 2 10,000 150,000 Disaster Readiness
, backup sites
Planning maintain?
3 15,000 200,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
How many 1 5,000 10,000
Number of backup
Business redundant mmunication
Continuity backup communication | 5 10,000 17,500 Disaster Readiness
Planning communication | links will you
links maintain?
3 15,000 25,000
3 - 100,000
How often will
Business Policy review g)u rctawew 6 B 75,000
Continuity frequency in Isaster Disaster Readiness
Planning months IO EL )
policy? 9 50,000
12 - 25,000
To what extent High - full
does the 'gh - 1 16,500 3,300
o disclosure
D ¢ organization
Information in?c?rﬁ(;tioon share Medium - non- o Profitability
Sharing sharing on cybersecurity sensitive 8,800 2,200 e Disaster
attacks attack disclosure Readiness
information Low - no
publicly? disclosure i )
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DECISION REFER ENCE

Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
To what extent | ;
gh - full
does the disclosure 16,500 3,536
Degree of non- | organization - Fediym - non- e Profitability
Information crisis share routine sensitive 8,800 1,760 « Disaster
Sharing mfor_matlon cybersecurity disclosure Readiness
sharing information
blicly? Lo - o - -
publicly disclosure
How much will
Minimum 50,000 25,000
Public Spending on yOEI.Spend on Reputation
Relations public relations | PY '_C P
relations? Maximum 100,000 100,000
How much will o
Emeraenc Spending on you spend on Minimum 5,000 1,000
Bypags Po);icy SiiEefeley emergency Disaster Readiness
bypass policy | pypass policy? | Maximum 10,000 2,000
What is the
response to Not allowed 25,000 12,500
Eg;ﬁ%?}ssegf violations of : ) e Technical
Emergency typical typical ::.’e.rtm;cted with 15,000 20,000 Security Index
Bypass Policy tion of Separation of imitations e Disaster
separation o . Readiness
duties protocol | Duties
Allowed 2,500 35,000

protocol?
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Focus on ) )
warnings
What punitive
actions will you _
use for Focus on fines -
Emergency Violation o
Bypass Policy | penalties violations of Employee Morale
gy Focus on ) )
bypass policy? | suspensions
Focus on ) )
termination
2 17,600 12,000
How many
; eople willyou | 3 33,000 22,164
No. of people in | P p Y ¢ Productivity
groups to put in groups to .
Information overlook and overlook and Technical
. . ) 4 44,000 30,000 Security Index
Sharing Policy | enforce internal | enforce Empl
information - - * tmployee
: information Morale
sharing sharing? 5 48,000 31,304
6 50,000 30,357
How restrictive Er:g(\:,\t/ly R 15,000 50,000 .
!nternal . is the system o Produgtmty
Information oetel for internal el
Sharing Polic sharing by role- _ Limited access 10,000 35,000 Security Index
9 Y | based access | sharing of e Employee
control information? Morale
Open system 1,000 -
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Strictly need-to- 15.000 50.000
How restrictive | Know ’ ’ e  Productivity
Degree of is the system e Technical
Information external for external Limited access 10.000 35 000 Security Index
Sharing Policy | information sharing of ’ ’ e Customer
sharing information? Satisfaction
e Compliance
Open system 1,000 -
How frequently
will you share | 7 days 30,000 2,500
information for
the InfraGard
Brequencyion . 14 days 25,000 5000| e Contribution to
: disclosure for service of .
Information InfraGard inf . National
Sharing Policy | . =" SEIEIIEn Security Index
e sharing 21 days 12,500 7,500 o Profitability
y between private
and public
entities? 28 days 10,000 10,000
. Warnings - -
What punitive
actions will you
Fines - -

Information
Sharing Policy

Violation
penalties

use for
violations of
information
sharing policy?

Suspensions

Termination

Employee Morale
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
How open is All incidents 24,000 50,000
your Critical and e Reputation
Degree of organization significant 22,000 35,000 Customer
Breach > c 2 . .
e openness of about breaches | incidents Satisfaction
Notification -
Policy breach izl e Only critical « Contribution to
notification happened to its | incidents 16,500 20,000 Natlonal
systems? Security Index
Mo aiine 8,800 0
incidents
Private
Which investigators 8,800 12,571 .
vestiati investigative * Eeplftatlon
nvestigative agencies will Forensic ] mployee
Breach agencies to call gu a ! " ov:ch investigators 16,500 24,750 Morale
Notification in for major y p_p ¢ Contribution to
Policy security for major CERT - - National
breaches security Security Index
breaches? e Downtime
FBI/NSA - -
. Focus on
What punitive warnings - -
actions will you
Breach Viojation U?T ftc_’r : Focus on fines - -
Notification ii vioiations o Employee Morale
Policy penaities breach Focus on _ _
notification suspensions
policy? Focus on
termination ) )
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
How much will
ou spend on T
Privacy your p Minimum 10,000 5,000 « Employee
Information program y e Morale
Privacy Policy | investment organization's e Customer
spending privacy - Satisfaction
program? Maximum 50,000 10,000
_ Pt Wil you appoint | yes 8,800 10,560 | ¢ Employee
Information : a dedicated Morale
Privacy POllcy dﬁslac(_')ateoqfflcel' privacy officer? e Customer
privacy No - - Satisfaction
How much will
youspendon | Minimum 10,000 5,000
: Privacy training | training e Employee
Information spending for | Morale
Privacy Policy | 5P I 9 employees on e Customer
Smployess privacy Maximum 40,000 10,000 Satisfaction
policies? ’ ’
icr;#glr(;s;tion 25,000 20,000
What sort of
Information D?gree el q information will | Operational 15.000 75.000 CETREEE
. . information an ) . . , , e Employee
Privacy Policy record retention | You retain? information Morale
All information 37,500 110,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Focus on ) )
What punitive warnings
actions will you
Focus on fines - -
Information Violation 3isoelaft?<;ns of Employee Morale
Privacy Polic enalties
Y Y|P information zsgu:nc:i]ons - -
privacy policy? P
Focus on ) )
termination
Peggee of How free are Restricted 12,500 50,000
reedom given our employees
General to employees 2’0 commrzmi{:ate e Employee
Access regarding Time-limited 12,500 50,000 Morale
Policies communications | Over the e Productivity
over the Internet?
Internet Free - -
How free are Restricted 5,000 50,000
General 1?23(;?)?noéver your employees o Employee
Access browsing non- to browse non- | Time-limited 10,000 50,000 Morale
Free - -
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Choose the None - -
Degree of degree to which
G logging of Internet access | [ imited actions 10,000 20,000 Internal Security
eneral Internet h ’ ’ Ind
AcCess n grnte;] access | and other En e>|<
ici ana other system actions | Critical system mployee
Policies system actions | gnq access are | access o)rlmly 25,000 75,000 Morale
and accesses logged.
All actions 50,000 125,000
3 - -
Choose the Employee
General Number of number of Morale
Access permitted login | permitted login | 5 - - Productivity
Policies attempts attempts. Technical
7 Security Index
15 20,000 30,000 s
: mployee
Clenere] Password E;)své\ll\(/):r%;v !:et Morale
Access e : 30 20,000 15,000 Productivity
Policies validity in days | pe valid? Technical
S ity Ind
45 20,000 10,000 Rt
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
4 20,000 10,000
How many e Employee
General Password characters long Morale
Access length should the 6 30,000 10,000 e Productivity
Policies requirements password be? e Technical
S ity Ind
8 45,000 10,000 ectrty fndex
. 1 - -
How many prior e Employee
General Non-use of prior passwords are Morale
Access P set to be invalid | 3 - - e Productivity
e passwords .
Policies for use? e Technical
5 Security Index
Focus on ) )
What punitive | warnings
actions will you .
General —_ use for Focus on fines - -
Violation N
Access penalties violations of Employee Morale
Policies general access | [ OCUS On - -
. suspensions
policy?
Focus on ) )
termination
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Physically Control the Free access 10,000 -

. isolate rooms degree of . .
Physical s _ . Technical Security
Security _contalnlng physical access | Limited access 25,000 20,000 Index

m}portant to servers.
infrastructure i
Restricted 30,000 15,000
access
Control the
degree of Free access 5,000 -
Eﬁ;;?icc::nagccess physical access . E_r;)ad:t(;tivity

. o . i

gggzlrci:tal through role to servers Limited access 12,500 2,000 Readiness
y based access Lhrough role- e Technical
control ased access i Security Index
control Restricted 15,000 15,000 y
. access
Free access 10,000 -
Control the Limited access 20,000 10,000
degree and
Physical DEGTES uglit of Accompanied 0 lEEnEniy
SeZurit access given to d y .- cgess 30,000 150,000 e Technical
y visitors a.cclztess for Security Index
visitors. 3
FEEOITRIIE 40,000 | 250,000
limited access
REBEE 50,000 | 300,000
access
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Focus on ) )
What punitive warnings
actions will you
Focus on fines - -
Physical Violation ”.Sel ft‘.’r . Ermploves Morale
Security penalties Vo a.|ons 0 Focus on pioy
physical , - -
. . suspensions
security policy?
Focus on ) )
termination
Executive
management 10,000 2,500
For which el
Degree of employee Upper 15,000 7,500 i
Remote remote access | grades is management ’ ’ ©  esnneE
Access Policy | by employee remote access SR el
Middle e Productivit
grade available? management 20,000 25,000 Y
All professional
staff members S IR
Low - read only 10,000 5,000
What are the Medi
: edium -
Remote Access 2:(;1”:00688 read/write 15,000 5,000 e Technical
Access Policy privileges il b Security Index
ermitted priviieges Igh - Productivit
P allowed? read/write/delete 20,000 10,000 * Hetivity
Very high -
administrator 35,000 10,000

level
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Focus on ) )
What punitive warnings
actions will you
use for Focus on fines - -
Remote Violation violations of Employee Morale
Access Polic enalties
1 remote access Focus op - -
: suspensions
policy?
Focus on ) )
termination
Freeware - -
Type of How lenient are Ermol
Authorized software you in terms of | Games 20,000 30,000 * Mrgrgloeyee
Software permitted for software Technical
Policy use by usage? Open-source - - i
employees ! p Security Index
Approved 100,000 | 150,000
software
How frequently
will you 6 25,000 85,000
] Software evaluate .
Authorized . Productivit
Software evaluation systems for 12 35,000 50,000 : Technical y
: frequency in resence of :
Policy P Security Index
months unauthorized Y
software? 18 45,000 40,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
. Focus on
What punitive warnings - -
actions will you
Authorized Violation U?‘T ft?r i Focus on fines - -
Software i viola 'o_ns 0 Employee Morale
Policy penalues authorized Focus on ] ]
software suspensions
licy?
poiicy Focus on ) )
termination
. . Low 40,000 50,000
Intensity of How intense is e Employee
Systems nualit y your quality Morr;Iey
Development gssur);nce e T Medium 60,000 150,000 . Teerical
Testing testing testing? Security Index
High 90,000 300,000
Choose the Usability and
degree of other minor 10,000 50,000
reliance on testing
Systems Degree of external Supplementary 20.000 100.000 e Productivity
Development | reliance on vendors for testing ’ ’ e Technical
Testing external vendor | gystems Security Index
devglopment Comprehenswe 30,000 200,000
testing. testing
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)
Choose the
) Baseline 30,000 50,000
quality of the o Performance
Antivirus Quality of antivirus Productivit
! antivirus solution used | Strong 50,000 | 100,000 Hivity
Policy . e Technical
solution used | across the Security Index
organization. | gtate-of-the-art 70,000 | 180,000
Multiple times 24.000 28,800
per day
How frequently _
iy does the Once daily 22,000 33,846 e Productivity
Antivirus Frequency of . )
Policy scans antivirus scan . Techn_lcal
run? Once per week 16,500 15,000 Security Index
Once per month 8,800 8,800
Al
How frequently | rojonned 22,000 | 66,000
ill dat
- B up ate Only for major e Productivity
AT Frequency of - your antivirus | ' oyitical 16,500 39,286 Technical
ey patch updates | solution with updates ’ ’ Security Index
patches? "
Only for critical 8.800 18,857

updates
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Insurance
Policy

Degree of
insurance used
against a
cyberattack

How high will
you prioritize
insurance
against a
cyberattack?

Low 8,800 88,000
Medium 16,500 132,000
High 22,000 330,000

Disaster
Readiness
Compliance
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3.5 Mistral Bank

Table 7: Mistral Bank Decision Reference

Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost (%)

How much will

Minimum 150,000 5,000 e Technical
Kerberos you spend on Security Index
Authentication | servers Kerberos Y
spending servers for * Performance
P o Maximum 400,000 10,000 e Downtime
authentication?
How much will . .
Minimum 10,000 4,000 e Technical

Key distribution | you spend on Security Index

Authentication | centers key distribution
spendin centers for * Performance
pending for Maximum 25,000 8,000 o Downtime
authentication?
0 5,000 10,000
What'’s the RAID | 1 10,000 15,000 e Performance
Backup RAID levels level of your e Compliance
server backup? |9 15,000 17,500 e Downtime
6 17,500 20,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
Choose your
spendingen Minimum 200,000 25,000
. maintaining
Hot site .
. sites that can :
Backup maintenance Downtime
spendin serve as full
¢ g functional sites .
in case of Maximum 400,000 125,000
failure.
Choose the Mini 10,000 40,000
amount to nimum ’ ’ e Performance
Remote backup .
Backup . spend on e Downtime
spending .
remote backup Maximum 20.000 80 000 e Compliance
services. ’ ’
No encryption 10,000 -
What is the b
Data Level of averag(? scale of | File 20,000 5,000 o Techn.lcal
Encrvotion encrvotion encryption used Security Index
P yp across the Folder 30,000 14,000 e Productivity
organization? ,
Drive 35,000 25,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
Thestrength of | 35 s 10,000 10,000
encryption you
Data Encrvotion will use; the e Technical
Eooni Strer?"zh T o | higherthebit | 64 bits 20,000 15,000 Security Index
P 9 strength, the e Performance
stronger the ]
. 128 bits 25,000 20,000
encryption.
DDOS Delay binding to | Disable § § e Technical
Load protection . .
protect against Security Index
Management | through delayed DDOS attacks Performance
. o . [ ]
binding Enable 30,000 25,000
HTTP security | o6 102 Disable - -| e Technical
Load balancing to .
through load . Security Index
Management balancin improve Perf
g security. Enable 60,000 20,000 e Ferformance
Critical updates 10,000 10,000
only
Determine the ToF
— e Productivity
Frequency of frequency of Critical and
Patch . . e Performance
patch rolling out important 20,000 20,000 i
Management e Technical
management updates to updates S ity Ind
systems. ecurity Index
All updates 40,000 40,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
i Low 10,000 5,000
Patch Degree of patch vk\:ﬁlw ;IS?;ZE[JSW e Performance
testing prior to y Medium 20,000 10,000 e Technical
Management | . ) patches before .
installation ) . " Security Index
installing them® High 40,000 15,000
Willyourely | ynofficial 5,000 2,500
only on official
. patches, or are .
Patch Trustworthiness el e Trusted 10,000 5,000 e Downtime
Management | of patch . e Performance
use unofficial or
community .
Official 15,000 7,500
workarounds?
What is the Low 20,000 10,000 _
RoleBased | Degree ofrole- | (1800 " Securhy Index
Access based access P Medium 30,000 20,000 y
of access ¢ Employee
Control control
control by : Morale
employee role? High 44,000 30,000
Choose
Choose virtualization or Virtualization 10,000 5,000
Virtualization . . . . .
virtualization or | cloud computing Technical Security
OR Cloud
oy cloud for your systems Index
computing to improve Cloud computing 50,000 10,000
security.
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
J Degree of will you Technical Securit
Virtualization | -9 oo & Wil Y Significant 7,000 20,000 y
virtualization implement Index
Chosen : o
virtualization? Full 20,000 40,000
: How much will .
Spending on Minimum 10,000 -
If : you spend on . .
, e underlying . Technical Security
Virtualization : the underlying
Ch physical hvsical Index
osen network physica Maximum 50,000 -
network?
How isolated is Minor 10,000 20,000
If Degree of the network e Performance
Virtualization | isolation of under the Medium 30,000 30,000 e Technical
Chosen network virtualization Security Index
schema? Complete 60,000 50,000
Limited 10,000 5,000
If Traffic (e:)zzcr)'nfifﬂ’:;fﬁc e Performance
Virtualization | monitoring on . Significant 20,000 20,000 e Technical
monitoring on .
Chosen network Security Index
the network. Full 30,000 30,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
Choose the
cloud hosting | private 22,000 12,571
model for your
systems. Will
If Cloud Cloud hostin zooruapr?(/)lrzore * Technical
Computing g . Hybrid 16,500 8,250 Security Index
model secure private
Chosen . e Performance
infrastructure or
share
deployment with .
other companies Public 8,800 6,600
for less cost?
At what level of | goftware as a
engagement will | gorvice 10,000 20,000
you operate off
If Cloud Services offered the cloud? Will Platform as a e Technical
Computing you stick with . 20,000 30,000 Security Index
by the cloud : service
Chosen software, or will e Performance
you go all the
way to Infrastlructure as 40,000 60,000
infrastructure? | @ Service
Low 5,000 5,000
How strict is the : e Productivity
. Filtering firewall Medium 10,000 7500 | o Technical
Firewall . . .
strictness configured to Medium-high 12 500 10.000 Security Index
be? e Performance
High 17,500 12,500
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
Enable DNS
server Yes 10,000 15,000
DNS DNS server :
redundancy to Downtime
Redundancy | redundancy
reduce No 5 000 )
downtime. ’
Use a split DNS | ygq 5,000 15,000
DNS Split DNS topology to Downtime
Redundancy | topology reduce
downtime. No 10,000 -
15 40,000 5,000
How frequently
Frequency of .
. does the 30 30.000 5.000 e Productivity
Database forcing ’ ’ .
Securit assword database ask for e Technical
¥ P . a change of 60 20,000 5,000 Security Index
changes in days
password?
90 10,000 5,000
. separate admin .
Database separation of and operator e Productivity
. roles for admin P Limited 20,000 250,000 e Technical
Security roles for _
and operator Security Index
database
roles systems. Complete 30,000 | 350,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
Are database )
Restricted 10,000 90,000 ..
control e Productivity
Database Control . .
. . privileges e Technical
Security privileges tricted S itv Ind
restricted or Distributed 5000 | 180,000 EEingy et
distributed?
Will you enable
. or disable Disable - “| e Productivity
OS services database-
Database . o Performance
. and associated | related OS )
Security . e Technical
ports services and S ity Ind
associated Enable - - ecurtty Index
ports?
Will you emplo
you empioy Disable - - .
database e Productivity
Database Database .
. honeypots to e Technical
Security honeypots . .
trap and redirect Enable ) : Security Index

attacks?
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
Network-based
intrusion 10,000 100,000
Wil I detection (NIDS)
ill you employ
;zfues;fn a network-based | Host-based Technical Securit
IDPS detection IDS, a host- intrusion 30,000 80,000 Index y
svstern to install based IDS, or detection (HIDS)
y both?
Both 36,000 160,000
Will you use a ;
oroduction Production 20,000 90,000
Class of honeypot ' .
honeypot or go Technical Security
IDPS honeypot to
deolo for a research Index
POy honeypot with | Research 10,000 70,000
better analytics? | oneypot
Pure honeypot 10,000 90,000
Strength of How strong is . . . .
IDPS honeypot to the honeypot Low interaction 20,000 60,000 Technical Security
honeypot Index
deploy you deploy?
High interaction 30,000 90,000

honeypot
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
Less than 10,000 | 600,000
What strength average ¢ Productivity
Hiring and will you keep e Employee
Employee IT team size your |IT teams Average 30,000 900,000 Morale
Policy at, in relation to « Technical
the industry :
average? More than 50,000 | 1,400,000 S e
average
Eull-time _ All 8,800 4,224 e Productivity
Hiring and employees as a }[/(\)llgglg’ltje??/gﬂfe " Cpieyee
gg:g;)yee percentage of IT team with 0.9 16,500 3,960 !\rﬂgéilr?cm
the workforce temporary or * !
part-time hires? | 0.8 22,000 5,867 Security Index
What's the 3 8,800 12,941
. Hiring by average 5 16,500 21,000
Hiring and average experience Internal Securit
Employee g . you’re looking 7 22,000 26,400 y
. experience in Index
Policy ears for when you
¥ hire for IT 8 24,000 27,429
?
teams? 9 25,000 | 29,310
. How much will o
. Spending on Minimum 1,000 10,000 .
Hiring and you spend on e Internal Security
background
Employee check of background Index
Policy vendors checks on Maximum 2,000 20,000 e Compliance
vendors?
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
Productivit
Hiring and Will you make | Disable ; . E:: ;C;\gy
Em I% ce Forced rotation | employee ~ rpl y
Polirc): y of employees rotation I :’ 2 el Seouri
y mandatory? Enable 25,000 45,000 sl el
Index
Productivit
Hiring and Will you make | Disable - ] E;’ I‘;C;‘gy
Em I% ce Forced vacation | employee MorZIey
PO”F; y for employees vacations nt s ’
d mandatory? Enable 75,000 85,000 nternal security
Index
To what degree | None - -
Advisory g(r)e::n)i/z();:on rel
Subscription Degree of ongsecurit y Technical Security
and Federal advisory referral . y . Index
Hel advisories from | Limited 30,000 150,000
=l the federal
government?
To what degree | None - -
Advisory Reliance on will you rely on — _
F I
Subscription | federal federal -or eriiea 300,000 | 170,000 Technical
and Federal | government government ISsues only Security Index
Help support support? Reputation
Ongoing 400,000 250,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
. .. Internal Securit
What is the Minimum 1,000 50,000 o
Training Tralr_nng by extent of fundlhg Productivity
funding for cybersecurity Ermol
training? Maximum 2,000 100,000 Mr;’;f’eyee
Choose the Customers only - -
focus of
Focus on phishing
Training phishing training: Employees only - - Customer
training by ' Satisfaction
customers,
target
employees, and [ Cystomers and
both. employees i i
Choose the Customers only 5,000 25,000
focus of
Focus on phishing
Training phl.shmg training: Employees only 7,500 100,000 Cus.tome.r
training on Satisfaction
. customers,
credit card fraud employees, and [ ¢ 5
g ustomers an
both. S - 12,000 125,000
| How much will
nvestment you invest in Minimum 3,000 75,000
training for the "
Trainin fraud training for the Customer
g . L fraud Satisfaction
investigation . L
investigation Maximum 7,500 125,000

team

team?

APPLICATION MODEL REFERENCE

UMUC | Private and Confidential

147




DECISION REFER ENCE

Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
Average How much will 25% of fees 5,000 20,000
compensation | Yo" TEITT U e Technical
Trainin bonups as a employees for 50% of fees 10,000 40,000 Security Index
Incenti\?es fraction of technical e Broductivity
technical certification for | 75% of fees 15,000 60,000 e Employee
T SeCUFity Morale
certification fees | - ining? 100% of fees 20,000 80,000
e Technical
Trainin Link training Will you link Yes 10,000 10,000 Security Index
Incenti\?es outcomes to training e Productivity
promotion outcomes 'go No i i e Employee
promotion? Morale
e Technical
Trainin Link training Will you link Ve (2 e Security Index
Incenti\?es outcomes to training e Productivity
evaluation outcomes to e Employee
evaluation? No - -

Morale
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
- FOFU.S on Minimum - - e Technical
Training and | training area: .
I Security Index
Auditing network _ c i
[}
vulnerabilities Maximum - - ompliance
Training and Focus on Choose whether | Minimum - - e Technical
Auditin training area: to focus your Security Index
9 controls security auditing | Maximum - - e Compliance
efforts on
network —
Training and | FOCUS N vulnerabilities, | Minimum - - e Technical
Auaditing a training area: controlﬁ, g Security Index
encryption ggﬁgrr)alt?gr’].an Maximum - - e Compliance
» Focus on Minimum - - e Technical
Training and | training area: .
" . Security Index
Auditing penetration . c i
testing Maximum - - C ompliance
Every three 10,000 20,000
Frequency of How often will | months
Training and | physical audits | you run physical Everv six Technical Security
Auditing of the audits of system Y 7,500 10,000 Index
: . months
equipment equipment?
Once a year 5,000 5,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
Low 5,000 5,000
Business Degree of IT How much ,
. redundancy will . . .
Continuity data storage oy Medium 10,000 10,000 Disaster Readiness
: you build in for
Planning redundancy IT data st "
ata storages | hign 15,000 20,000
Low 7,500 20,000
Business Degree of IT ::jvl:nrggﬁz will
Continuity network oy y Medium 12,500 30,000 Disaster Readiness
. you build in for
Planning redundancy IT networks?
NETWOrKs High 20,000 50,000
. How much 1 5,000 25,000
Business Levels of power redundancy will
Continuity backup o y 2 10,000 45,000 Disaster Readiness
: you build in for
Planning redundancy
SONET BEEEY e 15,000 67,500
1 5,000 75,000
Business Number of How many
Continuity . backup sites will | 2 10,000 150,000 Disaster Readiness
. backup sites L
Planning you maintain?
3 15,000 200,000
Number of How many 1 5,000 10,000
Business redundant backup
Continuity backup communication | 2 10,000 17,500 Disaster Readiness
Planning communication | links will you
links maintain? 3 15,000 25,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
3 -1 100,000
. . . How often will
Business Policy review . 6
Continuit fr nev in you review - 75,000
PIO .u y eql:ﬁ cy disaster 9 Disaster Readiness
L monins recovery policy? ) 50,000
12 ; 25,000
High - full
To what extent disclosure 16,500 3,300
does the
. Degree of organization Medium - non- e Profitability
Information information share " .
. . . sensitive 8,800 2,200 e Disaster
Sharing sharing on cybersecurity . .
disclosure Readiness
attacks attack
information
publicly? Low - no _ )
disclosure
High - full 16,500 3.536
To what extent disclosure
Degree of non- does the
, g organization Medium - non- e Profitability
Information crisis . . .
. ) , share routine sensitive 8,800 1,760 e Disaster
Sharing information : . .
. cybersecurity disclosure Readiness
sharing . .
information
disclosure ) )
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
Public Spending on How much will Minimum 50,000 25,000
Relati pbl' ? b you spend on Reputation
elations PUDIIC TEIALoNS | blic relations? | Maximum 100,000 | 100,000
, How much will -
Spendn‘]g on Minimum 5,000 1,000
Emergency you spend on . .
: emergency Disaster Readiness
Bypass Policy . emergency
bypass policy | -cs policy? | Maximum 10,000 2,000
Response {o What is the Not allowed 25,000 12,500
violarf[ions of response to : : e Technical
Emergency typical violations of Permitted with 15,000 20,000 Security Index
Bypass Policy . typical limitations e Disaster
separation of . .
. Separation of Readiness
duties protocol | ) ies protocol? | Allowed 2,500 35,000
Focus on i i
warnings

Emergency
Bypass Policy

Violation
penalties

What punitive
actions will you
use for
violations of
emergency
bypass policy?

Focus on fines

Focus on
suspensions

Focus on
termination

Employee Morale
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
2 17,600 12,000
: How many
No. of people in . Productivit
. groups to people will you 3 33,000 22,164 (] ro U(:J Ivity
Information overlook and put in groups to e Technical
Sharing ) overlook and 4 44,000 30,000 Security Index
. enforce internal
Policy information enforce e Employee
. information S 48,000 31,304 Morale
sharing haring?
sharing: 6 50,000 30,357
Strictly need-to- 15,000 50,000
Internal - know e Productivity
: . . How restrictive _
Information information ) e Technical
. . is the system for | . . .
Sharing sharing by role- | . . Limited access 10,000 35,000 Security Index
Polic based access internal sharing Empl
y of information? * mployee
control Morale
Open system 1,000 -
. Strictly need-to- 15,000 50,000 o Produc_:tlwty
: Degree of How restrictive know e Technical
Information . .
Sharin external is the system for | Security Index
i 9 information external sharing Limited access 10,000 35,000 e Customer
Policy . . . . .
sharing of information? Satisfaction
Open system 1,000 -

e Compliance
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
How frequently | 7 4avs 30,000 2,500
will you share
Frequency of information for «  Contribution to
Information disclosure for the InfraGard 14 days 25,000 5,000 )
. : National
Sharing InfraGard service of .
. L . . Security Index
Policy communication | information 21 days 12.500 7.500 Y
. . ' ' o Profitability
in days sharing between
private and
public entities? 28 days 10,000 10,000
What punitive Warnings - -
Information actions will you i
. Violation use for Fines ; ;
Sharing ii iolati f Employee Morale
E penalties YIO a |on§ o} Suspensions . .
information

sharing policy?

Termination
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DECISION REFER ENCE

Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
All incidents 24,000 13.200
HOOV: open s Critical and  Reputation
Degree of your- significant 22,000 11,000 | o Customer
Breach organization incidents i .
s openness of Satisfaction
Notification about breaches o
Polic breach that have - e Contribution to
y notification hapbened to its Only critical National
PP incidents 16,500 10,667 Security Index
systems?
None of the 8,800 8,800
incidents
Private 8,800 12,571
. investigators .
Which e Reputation
Investigative investigative Forensic e Employee
Breach agencies to call | agencies will investigators 16,500 24,750 Morale
Notification in for major you approach e Contribution to
Policy security for major CERT _ _ National
breaches security Security Index
breaches? e Downtime
FBI/NSA - -
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
Focus on ) )
What punitive warnings
actions will you :
Breach N use for Focus on fines ) )
Notification Violation violations of Employee Morale
e penalties e Focus on ] ] pIoy
olicy re.a.c ] suspensions
notification
policy? Focus on ) )
termination
How much will
Privacy you spend on Minimum 10,000 5,000 e Employee
Information program your Morale
Privacy Policy | investment organization’s e Customer
spending privacy Maximum 50,000 10,000 Satisfaction
program?
. Appoint a Will you appoint | Yes 8,800 10,560 * Employee
Information , . Morale
. . dedicated a dedicated
Privacy Policy rivacy officer rivacy officer? * Customer
P Y P y © | No ) ) Satisfaction
How much will Minimum 10,000 5,000
Privacy trainin ou spend on * Employee
Information y 9|y . P Morale
Privacy Polic spending for training Cust
- [ ]
y y employees employees on Maximum 40,000 10,000 ustomer
Satisfaction

privacy policies?
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
Critical 25,000 20,000
information
: Degree of What sort of e Performance
Information . ) : . . -
Privacy Policy information a.nd mformat!on will Qperathnal 15,000 75.000 e Employee
record retention | you retain? information Morale
All information 37,500 110,000
Focus on
- warnings i i
What punitive
actions will you Focus on fines = =
Information Violation use for
Privacy Policy | penalties violations of Focus on _ _ Employee Morale
information suspensions
privacy policy?
Focus on
termination ) )
Degree of Restricted 12,500 50,000
freedom given How free are
General to employees your employees | 1ime-limited 12,500 0,000 e Employee
Access regarding to communicate Morale
Policies communications | over the e Productivity
over the Internet? Free - -
Internet
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
General freedom over our employees Employee
Access . v 2y Time-limited 10,000 50,000 Morale
. browsing non- to browse non- .
Policies . . . . Productivity
business sites business sites? | Free - -
Choose the None - -
Degree of :
logging of degree to which imi ' Internal Securit
General gging Internet access Limited actions 10,000 20,000 y
Access Internet access and other Index
and other Critical system Employee
ici i 25,000 75,000 ploy
Policies system actions system actions access only Morale
and access are
and accesses .
logged. All actions 50,000 125,000
3 = = Employee
General Number of :::122? :;e Morale
Access permitted login . . 5 ; ; Productivity
. permitted login )
Policies attempts Technical
attempts. 7 - - .
Security Index
15 20,000 30,000 Employee
General Password How long will Morale
Access s passwords set 30 20,000 15,000 Productivity
. validity in days . .
Policies be valid? Technical
45 20,000 10,000 Security Index
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
4 20,000 10,000 e Employee
How many
General Password characters lon Morale
Access length 9 |6 30,000 10,000 e Productivity
g . should the )
Policies requirements assword be? e Technical
P ' 8 45,000 10,000 Security Index
- - Empl
How many prior 1 * Ao
General . Morale
Non-use of prior | passwords are .
Access ) . 3 - - e Productivity
- passwords set to be invalid )
Policies e Technical
for use? .
6 - - Security Index
Focus on ) )
warnings
What punitive
General . . actions will you Focus on fines - -
Violation use for
Access enalties violations of Employee Morale
Policies P Focus on
general access suspensions - -
policy?
Focus on ) )
termination
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
_ Free access 10,000 =
Physical containing degree of Limited access 25,000 20000 | |echnical Security
Security . physical access Index
important
infrastructure to servers. Restricted
30,000 15,000
access
Control the Free access 5,000 - o
Restricting degree of e Productivity
Phvsical physical access | physical access o Disaster
y . through role to servers Limited access 12,500 2,000 Readiness
Security .
based access through role- e Technical
control based access i Security Index
Restricted 15,000 15,000 y
control. access
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
Free access 10,000 -
Limited access 2L [
Physical Degree of g: nrt:el ::1?1 Accompanied *  Productivity
y . access given to 9 . P 30,000 150,000 e Technical
Security " quality of access | free access ,
visitors e Security Index
for visitors. :
Accompanied 40,000 | 250,000
limited access
Restricted 50,000 | 300,000
access
Focus on ) )
warnings
What punitive
actions will you Focus on fines - -
Physical Violation use for
. . - Employee Morale
Security penalties violations of Focus on

physical security
policy?

suspensions

Focus on
termination
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
Executive
management 10,000 2,500
only
S of For which 0
pper :
employee 15,000 7,500 e Technical
Remote . remote access grades is management Security Index
Access Policy | by employee .
grade rem.ote access Middle 20,000 25 000 e Productivity
available? management , :
All professional 35,000 100,000
staff members
Low - read only 10,000 5,000
Medium -
What are the read/write 15,000 5,000
Access maximum e Technical
Remote privileges remote access | High - Security Index
' , 20,000 10,000
Access Policy permitted privileges read/write/delete e Productivity
allowed? :
Very high -
administrator 35,000 10,000

level
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
Focus on i i
warnings
What punitive
actions will you Focus on fines - -
Remote Violation use for
. . . Employee Morale
Access Policy | penalties violations of ool O
remote access suspensions - -
policy?
Focus on i i
termination
Freeware - -
Type of e Employee
Authorized software How lenient are Games 20,000 30,000 ploy
. . Morale
Software permitted for you in terms of ,
Policy use by software usage? * Technical
" | Open-source - - Security Index
employees
Approved 100,000 | 150,000
software
How freq uently 6 25,000 85,000
Authorized S\?:l\g:truin ‘;"";tﬁ‘::f‘;?'”ate e  Productivity
Software _ v 12 35,000 50,000 | e Technical
Polic frequency in presence of S itv Ind
y months unauthorized ecunty Index
software? 18 45,000 40,000
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
Focus on
warnings i i
What punitive
Authorized . ' actions will you Focus on fines - -
Violation use for
Software . o Employee Morale
Policy penalties wolatpns of Focus on
authorized suspensions i i
software policy?
Focus on
termination i i
Systems Inter?sity of How inter?se is Low 40,000 50,000 e Employee
R your quality Medium 60,000 | 150,000 Morale
Testing aSSt_Jrance aSSt_Jrance . Techn_lcal
testing testing? High 90,000 300,000 Security Index
Usability and
other minor 10,000 50,000
Choose the testing
degree of
Systems Degree of reliance on Supplementary e Productivity
Development | reliance on external vendors testing 20,000 100,000 e Technical
Testing external vendor | for systems Security Index
development
testing. Comprehensive 30,000 200,000

testing
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost ($) Cost ($)
Choose the Baseline 30,000 50,000
: quality of the e Performance
Antivirus ey @i antivirus e Productivit
: antivirus _ Strong 50,000 | 100,000 Uctvity
Policy . solution used e Technical
solution used )
across the Security Index
organization. State-of-the-art 70,000 180,000
Multiple times 24,000 28,800
per day
N How frequently | Once daily 22,000 33,846 e Productivity
Antivirus Frequency of does the )
: - e Technical
Policy scans antivirus scan .
run? Once per week 16,500 15,000 Security Index
Once per month 8,800 8,800
Always once
24,000 72,000
released
How frequently  ~5; : .
- ) y for major e Productivity
A F f
ntivirus requency of - will you update | "o e 22,000 52,381 e« Technical
Policy patch updates your antivirus _
solution with updates Security Index
patches?
Only for critical 16.500 35,357

updates
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
Degree of Choose the None - - .
SOX and control in degree of e Technical
. . control in Limited 15,000 14,000 Security Index
GLBA identity . . .
rovisionin identity e Compliance
P 9 provisioning. Complete 30,000 18,000
Choose the None - - e Customer
Degree of . .
SOX and customer-end degree of Satisfaction
customer-end Limited 25,000 70,000 e Performance
GLBA SSO )
implementation S e Technical
implementation. | Complete 50,000 90,000 Security Index
SOX training | Choose the Minimum 200,000 75000 | o Technical
SOX and and compliance spending on Security Index
GLBA e P SOX training : . |'y
p g and compliance. Maximum 400,000 150,000 ° ompliance
. | Choose the Grade B 17,600 3,520
Qu:llty of _thlrd- ?hge:jllty gr:ade of e Technical
PR SERTIES Ird-party Grade B+ 33,000 7,920 Security Index
SOX and providers for service Compliance
o
GLBA credit card and | providers for Grade A 44.000 14.667 c tp !
check credit card and rade ’ ’ * Suts' cf>m(te.r
processing check atistaction
Grade A+ 48,000 16,000

processing.
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Category Decision Explanation Options Capital Operating Indicators Affected
Cost (%) Cost ($)
. . Frequency of How frequently | Low 50,000 15,000
Financial credit card are credit card Customer
Security . : Medium 75,000 25,000 . .
usage security usage security Satisfaction
Measures .
alerts alerts issued? High 90,000 35,000
What is the E-mail 25,000 10,000
: . mode of
Financial Mode of reception for Customer
Security . p SMS 75,000 12,000 . .
reception credit card Satisfaction
Measures .
usage security
alerts? Phone call 150,000 15,000
, , How rigorous Low 5,000 20,000
Financial Securit are the securit Customer
Security o . Y Medium 7,500 27,500 lome
questions rigor | questions Satisfaction
Measures . o
requirements? | High 10,000 32,500
, , How rigorous is | LOW 5,000 10,000
Financial Account lockout | the account Customer
Security : Medium 10,000 12,000 : .
procedure rigor | lockout Satisfaction
Measures o
procedure High 15,000 15,000
How high will Low 8,800 88,000
Degree of g .
Insurance insurance used you prioritize i * Disaster
) ) insurance Medium 16,500 132,000 Readiness
Policy against a . .
cyberattack against a . e Compliance
Yy cyberattack? High 22,000 330,000
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4. Indicator Reference

The indicators are either indices or numeric values. Indices will be kept in the range of 0 to 200. Indices are best for teams when they
are high in value (> 100) and vice versa. However, the Downtime and Disaster Damage indices are an exception, with higher values

being detrimental to performance.

Financial indicators like Budget and Revenues will be numeric values in dollars. The table below details the different indicators used

and how they relate to each other.

Table 8: Indicator Reference

Indicator

Description

Budget (Budget Allocated)

This is the budget allocated to a particular team. The budget is used up based on the decisions
the user chooses. Budget is measured in dollars.

Compliance Index

This is a measure of compliance attained by a particular team with respect to various security
policies applicable to that team. Compliance is measured as an index on a scale of 200.

Contribution to National Security
Index

This indicator is the measure of the effect on National Security Index by a particular team’s
decisions, derived from the team’s Security Index. The Contribution to National Security Index of
all the teams is averaged to arrive at a single National Security Index.

Customer Satisfaction Index

This is a measure of how satisfied the customers of a particular team are. Customer satisfaction is
measured as an index which is on a scale of 200.

Disaster Damage Index

Whenever there is a disaster at a national level we measure the damage caused to the
organization using this indicator. Disaster Damage is an index measured on a scale of 200.
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Indicator

Description

Disaster Readiness Index

This indicator explains the readiness of a particular team in controlling the effects of a disaster.
This indicator is measured as an index on a scale of 200.

Downtime Index

This indicator is the annual downtime percentage, relating to the particular service the
organization offers. This indicator is measured as an index on a scale of 200.

Economic Health Index

This indicator is a national level indicator of the economic status of the U.S. This indicator is
measured as an index on a scale of 200.

Employee Morale Index

This indicator explains the level of employee morale in the organization. This indicator is
measured as an index on a scale of 200.

Insurance Payout Index

This is the insurance payout to the organization when downtime occurs, measured in dollars. A
fraction of this is added to the budget for the next round.

Internal Security Index

This indicator explains the state of a company’s security index from the internal policy aspect. This
indicator is measured as an index on a scale of 200.

International Policy Burden
Index

This is the ‘policy burden’ the U.S. incurs when it co-operates with other countries on
cybersecurity.

National Security Index

This indicator tells us the degree of security at the national level. This is a weighted average of the
“contribution to national security” indices of various teams in the country. This indicator is
measured as an index on a scale of 200. It is a shared, global indicator; all teams will have the
same value of National Security Index in each round, but have a different Contribution to National
Security Index.

Network Load Index

This measures the amount of load on the network during the duration of a round. This indicator is
measured as an index on a scale of 200.

No. of Customers Index

This indicator represents the number of customers of the respective teams.

Performance

This indicator represents the system performance of a particular team. This indicator is measured
as an index on a scale of 200.
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Indicator

Description

Popular Sentiment Index

The indicator of how the people in the U.S. feel: confidence vs. panic.

Productivity Index

This relates to the employee productivity. This indicator is measured as an index on a scale of
200.

Profitability Index

An index of how profitable a company or agency is, on a scale of 200. For the federal government
team, this represents the surplus.

Reputation Index

A measure of the market reputation of a particular team. This indicator is measured as an index
on a scale of 200.

Revenues

The revenues earned by the company (team) at the end of a particular round. Revenues are
measured in dollars.

Security Index

This represents the level of security in a particular team. This relates to the security status of a
particular team. This indicator is measured as an index on a scale of 200. It is derived from
Internal Security Index and Technical Security Index.

System Health Index

This is a measure of the condition of systems of a particular team. The delay effects involved in
the relationships help capture the phenomenon of recovery over time. This indicator is measured
as an index on a scale of 200.

System Recovery Index

This measures the degree to which systems recover from a state of disaster or attack from the
outside world per round. Measured as an index on a scale of 200.

System Resiliency Index

This affects the rate of recovery of the system. This indicator is measured as an index on a scale
of 200.

Technical Security Index

A security index for the organization stemming only from technical measures. This indicator is
measured as an index on a scale of 200.
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5. Cross-Team Module
This section details how the CCS computes and applies cross-team effects.
The essence of the cross-team module is that the changes in the key indicators of each team

impact the indicators of the other teams. This replicates real-world scenarios where different
entities are linked through their performance on key individual metrics.
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5.1 Flow and Architecture

Round 1 Decisions
No Multiplayer impact
A Round 1 Reports
©
c
S
o Fed Gov Avisitel DTL Power Mistral Bank Hytema
105 102 106 103
= Avisitel Downtime > 110 points impacts
Cross-Team Module Profitability of DTL power by 3 points
U . .
105 102 106 100 !nformatlc.)r.l d|§played
in the notification area
g\
<
2 Round 2 Decisions A New ‘Impact Report’ explaining
o contribution of the impact for individual
Round 2 Reports team
Downtime Profitability
Figure 1. Cross-Team Module
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The flow of the cross-team effects is detailed above.

At the end of the first round, there is no effect from the cross-team effects on the indicator
values shown for each team, it being the first round.

Prior to the start of the second round, however, the values of the indicators are compared to
certain benchmarks, and if the benchmarks are broken, the cross-team module will cause
some changes to certain indicators of the teams for the second round. In our example above,
Avisitel's Downtime crosses the 110 threshold in Round 1 and reduces the Profitability of DTL
Power by 3 points.

The resulting impacts are available in the impact report in the application.

Keep in mind that these impacts will add on to the decisions made in Round 2. Therefore, in
the situation above, DTL Power starts ‘behind’ on Profitability in Round 2 by 3 points. If it
makes decisions that improve its Profitability, it can overcome this deficit.

Also remember that the cross-team module operates at the end of each round (except for the
last round). So if Avisitel’'s Downtime were to stay above 110 for every round till the end, the
teams would get their Profitability affected similarly in every round, not just the first time
the indicator crossed 110.
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6. Other Calculations

In this section we detail any calculation procedures that are not related to the model directly.

6.1 Cost Considerations

Each decision in the CCS has costs associated with it, as detailed in Section 3 of this
document.

The costs are:

o Capital costs; these costs are applied only when there is a change in the decision
setting from the previous round in the current round.

e Operating costs; these costs are applied every round whether the decision setting
changes or remains the same.

For some decisions that are sliders instead of drop-downs, note that the values displayed on
the slider are the capital costs alone. Therefore, increasing or decreasing the slider will also
change the operating costs involved in direct proportion based on the ranges provided in the
reference tables. Consequently, the change in the actual budgets will not match the change in
the slider, because the budget must also take into account the operating cost change because
of your decision.

Therefore, in each round, the CCS calculates the total cost as follows:
Total Cost = Capital Cost for all team members + Operating Cost for all team members
This total cost then gets used in two ways:

e ltis subtracted from the Budget Allocated to obtain Budget Used.

e |tis subtracted from the Revenues, thus indirectly affecting Profitability. So the
higher the costs of the team, the lower its profitability. Because Profitability affects
Budget Allocated, this also causes the next round budget allocation to decrease.

6.2 Budget Calculations

Budget is an indicator that is affected by other indicators in the model, but unlike other
indicators, it is also linked directly to your decisions of the students through the costs of those
decisions.

There are four budgetary values: Budget Allocated, Budget Used, Budget Left, and
Overdraft. Note that the last three are shown on the screen. The relationships between these
are as follows:
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e Budget Allocated is the constant budget set by the game master at simulation creation
for the whole team. This is actually the Budget used in the model.

e Budget Used indicates the actual budget used by the whole team. It is derived from the
costs that have been set for the decisions. For each decision, the CCS sums up the cost
corresponding to each decision (as described in Section 3 of this document), and
calculates the total budget usage across the team.

e Budget Left is simply derived as: Budget Left = Budget — Budget Used. It does not
carry over into the next round.

o Overdraft is an additional budget that is fixed at 10 percent of the Budget Allocated to
you.

The Budget Allocated round to round for a team changes somewhat based on the team’s
collective decisions. Factors that affect budgeting include:

o Profitability: If the profitability of a team exceeds 100 in a round, it increases the
budget allocated in the next round, and if it drops below 100, it decreases the budget
allocated in the next round. This is a lag effect, as shown in the causal loop diagram.

e Insurance Payout: If a team’s downtime exceeds 100, the net insurance payout (after
adjustment for premium) is a positive contribution that adds to the budget allocated for
the second succeeding round. If a team’s downtime drops below 100, the net
insurance payout goes negative and is hence deducted from the budget allocated from
the second succeeding round.

6.3 National Security Index Calculation

The National Security Index is an indicator that is shared across all teams, yet derives its
value from the respective contributions made by the five teams towards their respective
Security Indices. The Federal Government, given its national role, has decision categories that
affect National Security Index directly as well.

From the Security Index of each team we derive their contribution to the National Security
Index, and then we average these numbers to arrive at a single common National Security
Index.
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7. Glossary

This section details frequently used terms of the CCS.

Table 9: Glossary of CCS Terminology

Term Description

Budget An allotted amount of funds available for an organization (e.g., DTL Power) to spend within a single
year (i.e., a round within the simulation game). An organization's annual budget may vary from
year to year, depending on that organization's decisions and annual performance indicators (i.e.,
round outcomes).

Budget surpluses in one year are not carried forward to the next year (i.e., round).
A budget overdraft will become available if an organization overspends its budget for the year.

The Cybersecurity Capstone Simulation uses the terms budget and allocated budget
synonymously.

CCS The Cybersecurity Capstone Simulation.

Decision A virtual lever that you use to respond to the events within the game world, and create outcomes
that improve the state of the virtual USA. Decisions are chosen by students at the outset and are
restricted accordingly in the actual simulation play period.

Economic A situation in which the national economy suffers due to one or more of the following

Downturn macroeconomic factors: increased inflation, increased unemployment, decreased gross domestic
product (GDP), lower stock market indexes, a decrease in foreign currency exchange rates for the
U.S. dollar, a lack of consumer spending, or other related factors.

Economic A situation in which the national economy improves and is strengthened. This can be attributed to
Upturn one or more of the following macroeconomic factors: increased employment, higher gross
domestic product (GDP), higher stock market indexes, a stronger U.S. dollar in relation to other
major currencies, decreased inflation, decreased interest rates, or lower national debt.

Events Scenarios or occurrences resembling real life that are injected by the game master into simulation
rounds, such as worm and virus attacks, and natural disasters like floods. Students see events in
terms of media items within the simulation.
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Term

Description

Game Master

The administrative role in charge of the CCS as a whole, with ultimate privileges in terms of
controlling the simulation.

Indicator

An index that the simulation uses to show the user the state of the virtual nation in the simulation.

Media
Inputs/Items

Fictitious media inputs resembling real-life news notifications that are supplied to students between
rounds. These may warn students of upcoming events, and detail outcomes of the events of past
rounds.

Outcome

The state of the simulation after an event has occurred. Events can create multiple outcomes for a
given round, which the simulation integrates to arrive at a final simulation state for that round.
Students see outcomes in terms of their effects: a successful worm intrusion creates downtime as
an outcome. Media items are also linked to these outcomes, as well as internal notifications.

Overdraft

A budget addition that is provided to an organization (e.g., Avisitel) when it has spent its entire
allocated budget within a single year (i.e., a round within the simulation). Therefore, an overdraft
enables the organization to continue considering critical decisions that might require additional
funds after a budget overrun.

The organization will receive an overdraft that is 10 percent of its allocated budget for that
particular year. However, the organization is not required to spend the overdraft.

An organization that uses an overdraft will have its profitability reduced for the current year, which
will in turn reduce its budget for the following year.

Round

A decision-making cycle representing a single year. A discrete set of choices that is isolated in
time, but not necessarily in terms of impact, from other such cycles.

Section

The virtual class. The student body will be divided into sections internally by UMUC.
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